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1. (a) In the Diffie-Hellman key exchange protocol, Alice and Bob choose a primitive root in the integer 

multiplicative group *
pZ for a large prime p . Alice sends 1 (mod )ax p to Bob, and Bob sends 

2 (mod )bx p to Alice. Suppose Eve bribes Bob to tell her the values ofb and 2x . However, he 

neglects to tell her the value of . Suppose gcd( , 1) 1b p   . Show how Eve can determine from the 

knowledge of p , 2x , andb . 
 (b) In an ElGamal cryptosystem, Alice and Bob use 17p  and 3  . Bob chooses his secret to be 6a  , 

so 15.   Alice sends the ciphertext ( , ) (7,6)r t  . Determine the plaintext m . 


