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< The probability that they do not have p as a common factor
is thus 1 — 1/p?
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¢ ¢0(n) = n - 6/7% as n goes large

< Probability that a prime number p is a factor of a random
number r is 1/p

P 2p 3p 4p
< Probability that two independent random numbers r1 and r,

th hax
both have a given prime number p as a factor is 1/p-

< The probability that they do not have p as a common factor
is thus 1 — 1/p?

< The probability that two numbers r, and r, have no common
prime factor is P = (1-1/2%)(1-1/3%)(1-1/5%)(1-1/7%)...
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ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a‘ with gcd(¥, k) = d > 1 have order at most k/d

(aé)k/dz(aé/d)kzl

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2,%%, 3, 6,12, 11,9, 5, 10,7, 1
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. 4 If a is an ord-k element in Zp*, then <a>= {a!, a’, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a‘ with gcd(¥, k) = d > 1 have order at most k/d

(aé)k/dz(aé/d)kzl

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2,%%, X 6,12, 11,9, 5, 10,7, 1}
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. 4 If a is an ord-k element in Zp*, then <a>= {a!, a’, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a‘ with gcd(¥, k) = d > 1 have order at most k/d

(aé)k/dz(aé/d)kzl

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2,%X %, X 6, 12, 11,9, 5, 10,7, 1
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. 4 If a is an ord-k element in Zp*, then <a>= {a!, a’, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a‘ with gcd(¥, k) = d > 1 have order at most k/d

(aé)k/dz(aé/d)kzl

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, %%, X 6, ), 11,% 5, 10,7, 1}
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. 4 If a is an ord-k element in Zp*, then <a>= {a!, a’, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a‘ with gcd(¥, k) = d > 1 have order at most k/d

(aé)k/dz(aé/d)kzl

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, %%, X 6, ], 11,% %X 10,7, 1}
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. 4 If a is an ord-k element in Zp*, then <a>= {a!, a’, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a‘ with gcd(¥, k) = d > 1 have order at most k/d

(aé)k/dz(aé/d)kzl

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, %%, X 6, ]2, 11,% X X, 7, 1
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, %%, X 6, ]2, 11,% X X, 7,%}
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, 3,12, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4,% 12,9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, % &, 9, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, % K, %, 10, 1}




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4,% X, %, 10,X}, ¢(6)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4,% X, %, 10,X}, ¢(6)
k=4, {8, 12,5, 1}, (4)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4,% X, %, 10,X}, ¢(6)
k=4, {8, 12,5, 1}, (4)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4,% X, %, 10,X}, ¢(6)
k=4, {8, 2, 5, X}, 0(4)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4,% X, %, 10,X}, ¢(6)
k=4, {8, 2, 5, X}, 0(4)
k=3, £3,9, 1}, &(3)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, X B, X 10,X}, $(6)
k=4, {8, 2, 5, X}, 0(4)
k=3, {3, 9, X}, ¢(3)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, X B, X 10,X}, $(6)
k=4, {8, 2, 5, X}, 0(4)
k=3, {3, 9, X}, ¢(3)

k=2, {12,1}, $(2)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, X B, X 10,X}, $(6)
k=4, {8, 2, 5, X}, 0(4)
k=3, {3, 9, X}, ¢(3)

k=2, {12,X, ¢(2)




# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z ", k | p-1

pt. < If ais an ord-K element in Z ", then <a> = {a', a*, ...,
ak!, ak=1} is a subgroup G, |G|=k spanned by a.
< Those a* with ged(4, k) = d > 1 have order at most k/d
< Only the order of those a‘ with gcd(¢, k) = 1 might be k

<- Hence, there are at most ¢(k) order k elements
e.g.p=13 {2,4,8,3,6,12, 11,9, 5,10, 7, 1}
2 is a generator in Z;" = {21,22,23,24,25 26 27 78 79 510 511 H11
k=12, {2, XX, X 6, 12, 11,3 X X0, 74X}, ¢(12)
k=6, {4, X B, X 10,X}, $(6)
k=4, {8, 2, 5, X}, 0(4)
k=3, {3, 9, X}, ¢(3)

k=2, {12,K, $(2)
k=1, {1}, ¢(1)




Zklp-l gl)( k! — p'l

Lemma. ¥, | ¢(k) = p-1 let ¢(1)-1




Zklp-l gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)




Zk'p—] gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z
gcd(a, p-1)=k, i.e. k| p-1




Zk'p—] gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z
gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)




Zk'p—] gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, $(12/2)




Zk'p—] gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, $(12/2)
k=3, {3,9}, $(12/3)




Zk'p—] gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, $(12/2)
k=3, {3,9}, $(12/3)

k=4, {4,8}, 0(12/4)




Zklp-l gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, $(12/2)
k=3, {3,9}, $(12/3)

k=4, {4,8}, 0(12/4)

k=6, {6}, 0(12/6)




Zklp-l gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

letp=13,a e Z

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, $(12/2)
k=3, {3,9}, $(12/3)

k=4, {4,8}, 0(12/4)

k=6, {6}, 0(12/6)

k=12, {12}, $(12/12)




Zklp-l gl)( k! — p'l

Lemma. ¥, | ¢(k) = p-1 let ¢(1)-1

pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

letp=13,a e Z

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, $(12/2)
k=3, {3,9}, $(12/3)

k=4, {4,8}, 0(12/4)

k=6, {6}, 0(12/6)

k=12, {12}, $(12/12)




Zklp-l gl)( k! — p'l

Lemma. ¥, | ¢(k) = p-1 let ¢(1)-1

pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

=2 o H((P-D/K) s a e 2
’ p

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, (12/1)
k=2, {2,10}, ¢p(12/2)
k=3, {3,9}, $(12/3)

k=4, {4,8}, $(12/4)

k=6, {6}, 0(12/6)

k=12, {12}, $(12/12)




Zklp-l gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

=2 o H((P-D/K) s a e 2
’ p

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, (12/2)
(1 T o(12) + k=3, £3.9}, $(12/3)
(2) + ¢(6) + k=4, {4,8}, &(12/4)
(3) + 0(4) k=6, {6}, d(12/6)
k=12, {12}, 0(12/12)




Zklp-l gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

=2 o H((P-D/K) s a e 2
’ p

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10}, (12/2)
k=3, {3.91. 4(12/3)
(2) + ¢(6) + k=4, {4,8}, &(12/4)

(3) + ¢(4) k=6, {6}, 0(12/6)
k=12, {12}, (12/12)




Zklp-l gl)( k! — p'l

Lemma. >, ¢(K) = p-1 let ¢(1)=1
pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

=2 o H((P-D/K) s a e 2
’ p

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, &(12/1)
k=2, {2,10%, &(12/2)
@) k=3, {3,9, d(12/3)
CH2) +9(6 k=4, (4.8}, O(12/4)
(3) + 9(4) k=6, {6}, 0(12/6)
k=12, {12}, &(12/12)




Zklp-l gl)( k! — p'l

Lemma. ¥, | ¢(k) = p-1 let ¢(1)-1

pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

=2 o H((P-D/K) s a e 2
’ p

gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, (12/1)
k=2, {2,10}, ¢p(12/2)
k=3, {3,9}, $(12/3)

k=4, {4,8}, $(12/4)

k=6, {6}, 0(12/6)

k=12, {12}, $(12/12)




Zklp-l gl)( k! — p'l

Lemma. ¥, | ¢(k) = p-1 let ¢(1)-1

pf. p-1=2,, (#ainZ," s.t. gcd(a, p-1) = k)

~alk
=2 p1 (b 1n {1,...,(p-1)/k} s.t. gccﬁ(bi (p-1)/k)=1)

= Z o1 9((P-1)/K) letp=13,a e Z,
’ P

()(k) gcd(a, p-1)=k, i.e. k| p-1
k=1, {1,5,7,11}, ¢(12/1)
k=2, {2,10}, &(12/2)
k=3, {3,9}, ¢(12/3)

k=4, {4,8}, (12/4)

k=6, {6}, 0(12/6)

k=12, {12}, $p(12/12)




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

@ 21 (k) =p-1




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

@ 21 (k) =p-1
» The order K of every element in Zp* divides p-1




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

@ 21 (k) =p-1
» The order K of every element in Zp* divides p-1

— Zyp.1 (# of ord-k elements in Z,") =1|Z,"| = p-1




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

@ 2y 9(k) =p-1
» The order K of every element in Zp* divides p-1
— Zyp.1 (# of ord-k elements in Z,") =1|Z,"| = p-1
> © = %y, (#of ord-k elements in Z,") <%, 1 d(K),

1
K|P-1

combined with @, # of ord-k elements in Z ;" = ¢(k)




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

@ 2yp.1 $(K) =p-1
» The order K of every element in Zp* divides p-1
— Zyp.1 (# of ord-k elements in Z,") =1|Z,"| = p-1
> © = %y, (#of ord-k elements in Z,") <%, 1 d(K),
combined with @, # of ord-k elements in Z ;" = ¢(k)
> # of ord-(p-1) elements in Z;" = ¢(p-1) > 1




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

2ip-1 9(K) = p-1
» The order K of every element in Zp* divides p-1
— Zyp.1 (# of ord-k elements in Z,") =1|Z,"| = p-1
> © = %y, (#of ord-k elements in Z,") <%, 1 d(K),
combined with @, # of ord-k elements in Z ;" = ¢(k)
> # of ord-(p-1) elements in Z;" = ¢(p-1) > 1

> There is at least one generator in Z,", i.e. Z," is cyclic




Z, is a cyclic group

Theorem: 7" is a cyclic group for a prime number p

f.
’ > @ # of ord-k elements in Z;" < ¢(k), where k| p-1

2ip-1 9(K) = p-1
» The order K of every element in Zp* divides p-1
— Zyp.1 (# of ord-k elements in Z,") =1|Z,"| = p-1
> © = %y, (#of ord-k elements in Z,") <%, 1 d(K),
combined with @, # of ord-k elements in Z ;" = ¢(k)
> # of ord-(p-1) elements in Z;" = ¢(p-1) > 1

> There is at least one generator in Z,", i.e. Z," is cyclic

Ex. p=13, p-1 = [12,6,11,75[ + |14,105| + [18,55[ + [13,9} [ + [1123] + [ 1}]
k=12 k=6 k=4 k=3 k=2 k=l
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@ consider the same g in @, <g>i= Z:;i, 1=1,2,...,5-2
pf. (by contradiction, for each 1=s-2, s-3, ..., 1)
if g=1 (mod pS2), where k<ps-3(p-1) and k | pS3(p-1), then 3 A, g*=1+Aps2
(94)P=(1+Ap*2)P=1 (mod p*!), where kp<p*Z(p-1)

i.e. g is not a generator in Zs-1, contradiction with @
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0NA = gP D % 1 (mod p) i.e. n = psp-1)

n=0rdps(g)=ps'1(p-1)=|Z;s|, hence <g>ps:Z:S iscyclic [
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Duadrs lue modulo p°®

* For each XEZZS, P°-X # X (mod p°) (since if X 1s odd, p°-X is even),
it’s clear that X and p°>-x are both square roots of a certain yeZ;s

* Because there are only pS-!(p-1) elements in Z:s, we know that
number of quadratic residues [QRs| < pS1(p-1)/2

* Because Z s is cyclic, | {0% 0%,..., gP P | = psI(p-1)/2, there
can be no more quadratic residues outside this set. Therefore, the
set {9, &°,..., 9" P11 contains only quadratic non-residues

QR = p*~(p-1)/2
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Square root mod prime power p®

» Lemma:y=z(modp) = vy P = 2P (mod p®)
pf. y=z(modp)=y=2z+Ap

s-1

= yps'lz (z+7u1p)ID =7 IOS_1+p5'17»1p+ ...(mod p®)

= yps-lz 7 ps_l(mod pS) O

» let b be a quadratic residue mod p and mod p®

i.e. bP-D2 =1 (mod p) and b pip-12 = (mod p®)
> Solve z2 = b (mod p%)




Square root mod prime power p®

> Lemma: y =2 (mod p) = y* =z"" (mod p%) .
pf. Y=z (mod p) =Yy =2z+A,p °

N
N
\

s-1

ps'1= +2 P _ ps'1_|_ S-lx \‘\ d ps
=y" = (@z+0p) =2 +pSIpH . (mod p)

= yps-lz 7 ps_l(mod pS) O

> Solve 72 = b (mod p®)




Square root mod prime power p®

» Lemma:y=z(modp) = vy P = 2P (mod p®)
pf. y=z(modp)=y=2z+Ap

s-1

= yps'lz (z+7u1p)ID =7 IOS_1+p5'17»1p+ ...(mod p®)

= yps-lz 7 ps_l(mod pS) O

» let b be a quadratic residue mod p and mod p®
i.e. b2 = 1 (mod p) and bP" P-D2 = | (mod p%)
> Solve 72 = b (mod p®)
letq=ps, r=psl, e=(g-2r+1)/2 = (ps-2p51+1)/2
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» Lemma:y=z(modp) = vy P = 2P (mod p®)
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» Lemma:y=z(modp) = Vy P = 2P (mod p®)
pf. y=z(modp)=y=2z+Ap
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= yP"'= @+0p)” =27 +p* T, p+ .. (mod po)

= yps-lz 7 ps_l(mod pS) O

» let b be a quadratic residue mod p and mod p®

i.e. bP-D2 =1 (mod p) and b pip-12 = (mod p®)

» Solve z2 = b (mod p®) o(q) = d(p%) = p>1(p-1)
letq=ps, r=p*l, e=(g-2r+1) /2 = (p3-2p51+1)/2

Tonellt'
> If X satisfies X2 =b (mod p), then|z =+ x'b® (mod p®) 133? nloste

pf. 22 = (x"0®)?
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» Lemma:y=z(modp) = Vy P = 2P (mod p®)
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» Lemma:y=z(modp) = Vy P = 2P (mod p®)
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= yps'lz (z+7u1p)ID =7 IOS_1+p5'17»1p+ ...(mod p®)

= yps-lz 7 ps_l(mod pS) O

» let b be a quadratic residue mod p and mod p®

i.e. bP-D2 =1 (mod p) and b pip-12 = (mod p®)

> Solve 2% = b (mod p*) $(@) = o(p°) = p*'(p-1)
let g =p°, r=p¥!, e=(g-2r+1) /2 = (p>2p>'+1)/2

Tonellt'
> If X satisfies X2 =b (mod p), then|z =+ x'b® (mod p®) 133? nloste

pf 22 = (Xrbe)Z — bps'l . bpS_zps-l_H
N 2 —b (mod p) = (Xz)r —p' (mod p®)




Square root mod prime power p®

» Lemma:y=z(modp) = Vy P = 2P (mod p®)
pf. y=zZ(modp)=>y= Z+k1p

sl

=yP —(Z+%1p) = 2P 4+pS 14, p+ ...(mod pS)

:>yp81= P (modps) []

» let b be a quadratic residue mod p and mod p®

i.e. bP-D2 =1 (mod p) and b pip-12 = (mod p®)

» Solve z2 = b (mod p®) o(q) = d(p%) = p>1(p-1)
letq=ps, r=p*l, e=(g-2r+1) /2 = (p3-2p51+1)/2

: Tonell1'
> If X satisfies X2 =b (mod P), then|z =+ Xx'b® (mod p®) lggf nloste

pf. 22 = (xb%)2 = b"" - pP " = P ®D b =b(mod p) O
M x2=b (mod p) = () =b" (mod p°)




Square root mod n

> Solve z2 =b (mod n)




Square root mod n

> Solve z2 =b (mod n)

» from Unique Prime Factorization Theorem: n = plc1 pzcz' : 'Dka




Square root mod n

> Solve z2 =b (mod n)

» from Unique Prime Factorization Theorem: n = plc1 pzcz' : 'Dka

<> check if b is a quadratic residue modulo piCi




Square root mod n

> Solve z2 =b (mod n)

» from Unique Prime Factorization Theorem: n = plcl pzcz. : 'pkck
<> check if b is a quadratic residue modulo piCi

<> find square roots modulo each prime power piCi




Square root mod n

> Solve z2 =b (mod n)

» from Unique Prime Factorization Theorem: n = plcl pzcz. : 'pkck
<> check if b is a quadratic residue modulo piCi

<> find square roots modulo each prime power piCi

» combine the results using Chinese Remainer Theorem




Square root mod n

> Solve z2 =b (mod n)

» from Unique Prime Factorization Theorem: n = plcl pzcz. : 'pkck
<> check if b is a quadratic residue modulo piCi

<> find square roots modulo each prime power piCi

» combine the results using Chinese Remainer Theorem

<> there are 2K square roots




