
Euler’s Totient Function (n)Euler s Totient Function (n)
 (n): the number of integers 1a<n s.t. gcd(a,n)=1

 ex. n=10, (n)=4     the set is {1,3,7,9}

 properties of (•) properties of ( )
 (p) = p-1, if p is prime
 (pr) pr pr-1 pr (1 1/p) if p is prime (p ) = p - p = p ꞏ (1-1/p), if p is prime
 (nꞏm) = (n) ꞏ (m)  if  gcd(n,m)=1         multiplicative property
( ) ((d /d /d )2) (d 3) (d 3) ( /d /d ) ( /d /d ) (nꞏm) = ((d1/d2/d3)

2)ꞏ(d2
3)ꞏ(d3

3)ꞏ(n/d1/d2)ꞏ(m/d1/d3)

if  gcd(n,m)=d1, gcd(n/d1,d1)=d2, gcd(m/d1,d1)=d3

 (n) = n    (1-1/p)

( ) ( ) ( ) ( ) ( / )( / )( / )
p|n
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 ex. (10)=(2-1)ꞏ(5-1)=4     (120)=120(1-1/2)(1-1/3)(1-1/5)=32

prime p, (pr) = pr - pr-1 = pr ꞏ (1-1/p)p p, (p ) p p p ( p)
 (pr): the number of integers 1x<pr s.t. gcd(x, pr)=1

p prpr p123 2p 3p 4p

pr

p prpr-p123…

1

2p 3p 4p

p
p pr-1=p | gcd(x, pr) # of x =

pr

(pr) = pr - pr-1 = pr ꞏ (1-1/p)
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(p ) p p p ( p)

(nꞏm) = (n)ꞏ(m) if gcd(n,m)=1(n m) (n) (m)  if  gcd(n,m) 1
gcd(n, m) = 1

Z * = {x  n n-1 m a + m m-1 n b (mod nm) aZ * bZ *}Znm = {x  n n 1 m a + m m 1 n b (mod nm), aZn ,bZm }
(n) a (m) b gcd(a,n) = 1, gcd(b,m) = 1, gcd(x, n m) = 1 

n n-1  1 (mod m),   m m-1  1 (mod n)
( )

injective mappings  gcd(n m)=1
xn  m a (mod n)
x  n b (mod m)

there are (n) xn
there are (m) x

injective mappings  gcd(n,m) 1

x  n n-1 m a + m m-1 n b  n n-1 xm+ m m-1 xn (mod n m)

xm  n b (mod m) there are (m) xm

x  xn (mod n)  xm (mod m)
Through CRT each one of (n)(m) pairs i e (x x )
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Through CRT, each one of (n)(m) pairs, i.e. (xn, xm), 
uniquely maps to an x in Znm which is relatively prime to n m

(n) = n   (1-1/p)
 |

( ) ( p)
p|n

from Unique Prime Factorization Theorem: n = p1
c1 p2

c2ꞏꞏꞏpk
ck

from Euler totion function's multiplicative property:
(n m) = (n) ꞏ (m)(n m)  (n)  (m)

c c c c c c(n) = (p1
c1p2

c2ꞏꞏꞏpk
ck) = (p1

c1) ꞏ (p2
c2ꞏꞏꞏpk

ck)
= (p1

c1-p1
c1-1) ꞏ (p2

c2ꞏꞏꞏpk
ck)

= p1
c1(1-1/p1) ꞏ (p2

c2ꞏꞏꞏpk
ck)

= p c1(1 1/p ) ꞏ p c2(1 1/p ) ꞏ (p c3ꞏꞏꞏp ck)= p1 1(1-1/p1) ꞏ p2 2(1-1/p2) ꞏ (p3 3ꞏꞏꞏpk k)

= … 
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= n   (1-1/p)
p|n



How large is (n)?How large is (n)?
 (n)  n ꞏ 6/2 as n goes large
 Probability that a prime number p is a factor of a random 

number r is 1/p

p 2p 3p 4p
 Probability that two independent random numbers r1 and r2

both have a given prime number p as a factor is 1/p2

p       2p       3p      4p

both have a given prime number p as a factor is 1/p2

 The probability that they do not have p as a common factor 
i th 1 1/ 2is thus 1 – 1/p2

 The probability that two numbers r1 and r2 have no common 
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prime factor is  P = (1-1/22)(1-1/32)(1-1/52)(1-1/72)…

Pr{ r1 and r2 relatively prime }{ 1 2 y p }
 Equalities: 1

1 + 1/22 + 1/32 + 1/42 + 1/52 + 1/62 + = 2/6

= 1+x+x2+x3+…1
1-x

 P = (1-1/22)(1-1/32)(1-1/52)(1-1/72) ꞏ ...
((1+1/22+1/24+ )(1+1/32+1/34+ ) )-1

1 + 1/2 + 1/3 + 1/4 + 1/5 + 1/6 + …   /6

= ((1+1/22+1/24+...)(1+1/32+1/34+...) ꞏ ...) 1

= (1+1/22+1/32+1/42 +1/52 +1/62+…)-1

= 6/2

 0.610.61
each positive number has a unique prime number factorization
ex 452 = 34 ꞏ 52
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ex.    45 = 3  5

How large is (n)?How large is (n)?
 (n) is the number of integers less than n that are relative 

prime to n
 (n)/n is the probability that a randomly chosen integer is ( ) p y y g

relatively prime to n
 Therefore, (n)  n ꞏ 6/2 Therefore, (n) n  6/
 Pn = Pr { n random numbers have no common factor } 

 n independent random numbers all have a given prime p as a n independent random numbers all have a given prime p as a 
factor is 1/pn

 They do not all have p as a common factor 1 – 1/pn
 They do not all have p as a common factor 1 – 1/p
 Pn = (1+1/2n+1/3n+1/4n +1/5n +1/6n+…)-1 is the Riemann zeta 

function (n) http://mathworld.wolfram.com/RiemannZetaFunction.html
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function (n) http://mathworld.wolfram.com/RiemannZetaFunction.html

 Ex. n=4, (4) = 4/90  0.92

# of ord-k elements in Zp
*

p

Lemma. There are at most (k) ord-k elements in Zp
*, k | p-1 p

 If a is an ord-k element in Zp
*, then <a> = {a1, a2, …, 

ak-1 ak=1} is a subgroup G |G|=k spanned by a
pf.

Special case: (p-1) x’s in Zp
* with ordp(x)=p-1, 

*ak-1, ak=1} is a subgroup G, |G|=k spanned by a.
 Those a with gcd(, k) = d > 1 have order at most k/d
 Onl the order of those  ith gcd( k) 1 might be k

i.e. (p-1) generators in Zp
*

 Hence, there are at most (k) order k elements            
 Only the order of those a with gcd(, k) = 1 might be k(a)k/d(a/d)k1

2 is a generator in Z13
* = {21,22,23,24,25,26, 27,28,29,210,211,212}

{2, 4, 8, 3, 6, 12, 11, 9, 5, 10,  7,   1}e.g. p = 13

k=2 {12 1} (2)
k=6, {4, 3, 12, 9, 10, 1}
k=12, {2, 4, 8, 3, 6, 12, 11, 9, 5, 10, 7, 1}(12)

(6)
(2(p-1)/k) j (22) j
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k=1, {1}, (1)
k=2, {12,1}, (2)

k=3, {3, 9, 1}, (3)
k=4, {8, 12, 5, 1}, (4) (2(p-1)/k) j(22) j



k|p-1 (k) = p-1k|p-1 ( ) p
Lemma. k|p-1 (k) = p-1 let (1)=1k|p

pf.
( b i { ( )/k} d(b ( )/k) )

p-1 = k|p-1 (# a in Zp
* s.t. gcd(a, p-1) = k) a/k

= k|p-1 (# b in {1,…,(p-1)/k} s.t. gcd(b, (p-1)/k) = 1)

= k| 1 ((p-1)/k)
let p=13, a  Zp

*

gcd(a, p-1)=k, i.e. k | p-1= k|p-1 (k)               

 k|p-1 ((p 1)/k)

k=1, {1,5,7,11}, (12/1)
k=2, {2,10}, (12/2)

g ( , p ) , | p

{a}={1,2,3,4,5,6,7,8,9,10,11,12}
gcd(a, 12)=k=2

(1} + (12) + (2) + (6) + 
k=3, {3,9}, (12/3)
k=4, {4,8}, (12/4)

{b}={1,2,3,4,5,6} (12/2)
{ } { }
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( } ( ) ( ) ( )
(3) + (4) k=6, {6}, (12/6)

k=12, {12}, (12/12)

Zp
* is a cyclic groupp y g p

Theorem: Zp
* is a cyclic group for a prime number p

fpf.

  (k) = p 1
  # of ord-k elements in Zp

*  (k), where  k | p-1
 k|p-1 (k) = p-1

 The order k of every element in Zp
* divides p-1

k|p-1 (# of ord-k elements in Zp
*)  = |Zp

*| = p-1
 k|p 1 (# of ord-k elements in Zp

*)  k|p 1 (k),

 # f d ( 1) l t i Z * ( 1) > 1

 k|p-1 (# of ord k elements in Zp )  k|p-1 (k), 
combined with ,  # of ord-k elements in Zp

*  (k)
 # of ord-(p-1) elements in Zp

*  (p-1) > 1
 There is at least one generator in Zp

*, i.e. Zp
* is cyclic
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Ex. p=13, p-1 = |{2,6,11,7}| + |{4,10}| + |{8,5}| + |{3,9}| + |{12}| + |{1}| 

k=12            k=6          k=4        k=3         k=2       k=1

p p

Zp is cyclic*
sp y
 group operator: multiplication mod ps

 = {1, 2,…,       p-1, 
1 2 1

Zp
*

s

 |       | = (ps) = ps-1(p-1)Zp
*

s
p+1, …,     2p-1, 
… , 

s +1 s 1}ps-p+1, …, ps-1}
pf.
 Zp is cyclic* mathematical induction Zp is cyclic
 assume Zp2, Zp3, … , Zps-1 are cyclic* * *

  Z < > Z d ( ) s-2( 1) 1 ( d s-1)* * ps-2(p-1)  gZps-1, <g>ps-1=Zps-1, ordps-1(g)=ps-2(p-1), g 1 (mod ps-1)p (p )

 consider the same g in , <g>pi = Zpi, i=1,2,…,s-2*

pf. (by contradiction, for each i=s-2, s-3, …, 1)

k 2 1 2
if gk1 (mod ps-2), where k<ps-3(p-1) and k | ps-3(p-1), then  , gk=1+ps-2
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i.e. g is not a generator in Zps-1, contradiction with *
(gk)p(1+ps-2)p1 (mod ps-1), where kp<ps-2(p-1)

Zp is cyclic (cont'd)*
sp y ( )

 let n=ordps(g), Euler's Thm g  1 (mod ps)  n | ps-1(p-1)ps-1(p-1)

 gn1 (mod ps)   gn  1 (mod ps-1)   ordps-1(g)=ps-2(p-1) | n
2 1, n = ps-2(p-1) or n = ps-1(p-1)

 d ( ) s 3( 1)   1+ s 2ps-3(p 1)


 ordps-2(g) = ps-3(p-1)    , g = 1+ps-2p (p-1)

ordps-1(g) = ps-2(p-1)   g  1 (mod ps-1)ps-3(p-1)  p | 

(g ) p  (1+ps-2) p  1 + pps-2 + C2 2(ps-2)2 + … 
 1+ps-1 (mod ps)

ps-3(p-1) p

 1+ps 1 (mod ps)

p |  g  1 (mod ps)   i.e. n  ps-2(p-1)ps-2(p-1)
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* n=ordps(g)=ps-1(p-1)=|Zps| *, hence <g>ps=Zps is cyclic       �



Quadratic Residue modulo psQuadratic Residue modulo p
 For each xZps, ps-x  x (mod ps) (since if x is odd, ps-x is even),* For each xZps, p x  x (mod p ) (since if x is odd, p x is even), 

it’s clear that x and ps-x are both square roots of a certain yZps*

 Because there are only ps-1(p-1) elements in Zps, we know that 
number of quadratic residues |QRps|  ps-1(p-1)/2

*

 Because Zps is cyclic, | {g2, g4,…, g           } | = ps-1(p-1)/2, there * ps-1(p-1)

can be no more quadratic residues outside this set.  Therefore, the 
set {g, g3,…, g              } contains only quadratic non-residues ps-1(p-1)-1

|QR | s-1( 1)/2
13

|QRps| = ps 1(p-1)/2

Square root mod prime power psq p p p
 Lemma: y  z (mod p)   y  z (mod ps)ps-1 ps-1

pf. y  z (mod p)  y = z+p
 y  (z+p)  z +ps-1p+ …(mod ps) ps-1 ps-1 ps-1

 let b be a quadratic residue mod p and mod ps

 y = z (mod ps)      �ps-1 ps-1
 

 let b be a quadratic residue mod p and mod ps

ps-1(p-1)/2i.e. b(p-1)/2  1 (mod p) and b  1 (mod ps)
not necessary

 Solve z2  b (mod ps)

let q = ps r = ps-1 e = (q-2r+1) / 2 = (ps-2ps-1+1)/2

(q) = (ps) = ps-1(p-1)

Tonelli's 
1891 note

let q  p , r  p , e  (q-2r+1) / 2  (p -2p +1)/2

 If x satisfies x2  b (mod p), then  z   xrbe (mod ps)
1
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pf. z2  (xrbe)2 ps-1 ps-2ps-1+1 b  b
x2  b (mod p)   (x2)r  br (mod ps) 

ps-1(p-1) b            b  b (mod ps)    �

Square root mod nSquare root mod n

 Solve z2  b (mod n)

 f i i i i c1 c2 ck

 Solve z2  b (mod n)

 from Unique Prime Factorization Theorem: n = p1
c1 p2

c2ꞏꞏꞏpk
ck

 check if b is a quadratic residue modulo pi

 find the two square roots modulo each prime power pi
ci

q pi

 combine the results using Chinese Remainer Theorem

 there are 2k square roots
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