Euler’s Totient Function ¢(n)

<+ ¢(n): the number of integers 1<a<n s.t. gcd(a,n)=1
* ex. n=10, (n)=4 the setis {1,3,7,9}
< properties of ¢(*)
* ¢(p) =p-1, if p is prime
*o(p)=p - pr_l =p'- (1-1/p), if p is prime
* ¢(n'm) = ¢p(n) - (m) if gcd(n,m)=1 multiplicative property
+ p(nm) = ((dy/dy/dy))d(d ) 0(d)-(w/d /d,)-p(m/d /)
if ged(n,m)=d,, ged(n/d,,d,)=d,, gcd(m/d,,d,)=d,
* o(n)=n II (1-1/p)

Vp|n
< eX. 0(10)=(2-1)-(5-1)=4  ¢(120)=120(1-1/2)(1-1/3)(1-1/5)=32

Vprime p, o(p") =p"-p" ' =p" - (1-1/p)

<+ ¢(p"): the number of integers 1<x<p’ s.t. gcd(x, p")=1
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oD =p -p T =p" - 1-1/p)

¢(m-m) = ¢(n)-¢(m) if ged(n,m)=1
gcd(n, m) =1

nm

Z
o) a7 (m)b ,,,,,,,, gcd(a,n) =1, ged(b,m) =1, ged(x,nm) = 1

-
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-z INjective mappings < ged(n,m)=1
' *X,%ma(mod n) there are ¢(n) x,,
" x_=nb (mod m) there are ¢(m) x,,

x=nn'ma+mminb=nn!x +mm!x, (modnm)
X =X, (mod n) = X, (mod m)

Through CRT, each one of ¢(n)¢(m) pairs, i.e. (x, X,),

uniquely maps to an x in Z_ which is relatively prime to n m
3

¢(m) =n Il (1-1/p)

Vp|n
from Unique Prime Factorization Theorem: n = plCl pzcz- : -pkck

from Euler totion function's multiplicative property:

¢(n m) = ¢(n) - $p(m)

O(n) = 0(p; 1,2 P = 0P, ) - (P, 2 Py )
=(@,-p, ) * (0,2 pH)
=p; '(1-1/py) - (0,2 ™)
=p,/(1-1/py) - py2(1-1/py) - (P53 py )

=n II (1-1/p)
Vp|n




How large is ¢(n)?
+ ¢(n) = n - 6/n? as n goes large

< Probability that a prime number p is a factor of a random
number ris 1/p

P 2p 3p 4p
< Probability that two independent random numbers r, and r,
both have a given prime number p as a factor is 1/p?

< The probability that they do not have p as a common factor
is thus 1 — 1/p?

< The probability that two numbers r, and r, have no common
prime factor is P = (1-1/22)(1-1/3%)(1-1/5?)(1-1/7?)...

Pr{ r, and r, relatively prime }

< Equalities: |
Tx = = +x+tx2+x3+..

1 +1/224+1/324+ 1/42+ 1/52+ 1/6* + ... = 11%/6
~& P = (1-1/2)(1-1/3)(1-1/5)(1-1/7) -
—((1+1/22+1/24+...)(1+1/32+1/34+...) L)
= (1+1/224+1/32+1/42+1/52 +1/6+...)"!

~..each positive number has a unique prime number factorization
ex. 452=34.52

How large is ¢(n)?

< ¢(n) is the number of integers less than n that are relative
prime to n

% ¢(n)/n is the probability that a randomly chosen integer is
relatively prime to n

< Therefore, ¢(n) ~ n - 6/m>

<+ P, =Pr { n random numbers have no common factor }

* n independent random numbers all have a given prime p as a
factor is 1/p"

* They do not all have p as a common factor 1 — 1/p"

* P = (1+1/2"+1/3"+1/4"+1/5"+1/6"+...)"" is the Riemann zeta
function {(n) http://mathworld.wolfram.com/RiemannZetaFunction.html

* Ex. n=4, {(4) =190 ~ 0.92

# of ord-k elements in Zp*

Lemma. There are at most ¢(K) ord-k elements in Z,", k | p-1

pf. o 1
a

Special case: ¢(p-1) X’s in Z," with ord(X)=p-1, |-
i.e. ¢(p-1) generators in Z,"

4 Thoooa—rrrorgoates o rarooraor werrooe/(
< Only the order of th(t%@)@fdgég}/%ﬁgﬁf , K) = 1 might be k
< Hence, there are at most ¢(k) order k elements
eg.p=13 {2,4,8,3,6,12,11,9,5,10, 7, 1}
2 is a generator in Z,;" = {21,22,23,24,25 26 27 28 29 »10 H11 512y
k=12, {2, XX, X 6, 2, 11 xxpo 741, 0(12)

k= 3, {3, 9,)1(}, ¢(3) k=1, {1}, o(1)




z:k|p-1 ¢(k) = p-1

Lemma. ¥, | ¢(k) = p-1 let ¢(1)=1

pf. p-1=2,, #ainZ,"s.t. gcd(a, p-1) = k) ak
=2 pt (#bin {1,...,(p-1)/K} s.t. gcd(bt (p-1)/k)=1)
= Z o1 9((P-1)/K)

=2 yp-1 oK)

ged(a, 12)=k=2
{a}=fK2X4X,6%,8%10.X,12}
{b}={18XX5X}  $(12/2)

o(1} + ¢(12D€ 9(2) + ¢(6)

$(3) + ¢(4)

letp=13,a e Z,

ged(a, p-1)=k, i.e. k | p-1

k=1, {1,5,7,11}, (12/1)

k=2, {2,10}, (12/2)

k=3, {3,9}, 0(12/3)

k=4, {4,8}, 0(12/4)

k=6, {6}, 0(12/6)

k=12, {12}, ¢(12/12) 9

Z," is a cyclic group

Theorem: Z " is a cyclic group for a prime number p

f.
P » © # of ord-k elements in Z;* < ¢(k), where k| p-1

@ i1 d(k) =p-1
» The order k of every element in Z," divides p-1
= Xyt (# of ord-k elements in Z,") =[Z,"| = p-1
> O = %y, (#of ord-k elements in Z;") <%, | ¢(K),
combined with @, # of ord-k elements in Z," = $(k)
> # of ord-(p-1) elements in Z;* = ¢(p-1) > 1
> There is at least one generator in Z7, i.e. Z," is cyclic

Ex. p=13, p-1 = [{2,6,11, 7} + [{4,10}] + [{8,5}[ + |{3,9}| + [{12}| + [{1}]
k=12 k=6 k=4 k=3 k=2 k=l
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Z,. is cyclic
¢ Ly=11,2,..,
ptl, .., 2p-1, 1Z,:1 = 6(p%) =P (p-1)

ps'p+1: [EXE) Ps‘l}

p-1, < group operator: multiplication mod p®

pf. .
® Z, is cyclic
@ assume Z:2, Z;;, o Z:s-l are cyclic
® 3 geZyer, <g> =L, ordys1(g)=p=2(p-1), g° PV=1 (mod p*)
@ consider the same g in @, <g>,i= Z:i, i=1,2,...,8-2
pf. (by contradiction, for each i=s-2, s-3, ..., 1)
if g“=1 (mod p*?), where k<p>3(p-1) and k | p*3(p-1), then 3 A, gk=1+Ap*2
(@9P=(1+2p*?)P=1 (mod p*'), where kp<p**(p-1)

i.e. g is not a generator in Z:s-l, contradiction with ®

mathematical induction

*

Z: is cyclic (cont'd)

® let n=ords(g), Euler's Thm g* ® = 1 (mod p*) = n | p~!(p-1)
® g"=1 (mod p*) = g"=1 (mod p>'!) = ords-1(9)=p>2(p-1) | n

®,0 = T=p*]) or n=p*'(p-1)

@""’*{-{.\
©) ordps_z(g)\‘\“v= p5'3(p—1) = dAg P (p-1) — 1+;\‘ps-2 }

v . N A
Ordps—l(g) = pS-Z(p_l) = gp S(D-l) £1 (mOd ps_l) p*

(" P )P = (144p2)P = 1 + paps2+ C5 A2 (P22 + ..
= 1+4p>! (mod p®)

pAA = gP D %1 (mod p%) i.e. n=ps2(p-1)

n=0rdps(g)=ps'1(p—1)=|Z;s|, hence <g>ps:ZES iscyclic [l




Quadratic Residue modulo p®

* For each XEZT)S, pS-x # X (mod p®) (since if X is odd, pS-X is even),
it’s clear that x and pS-x are both square roots of a certain yEZ:s

* Because there are only p>!(p-1) elements in Z’;s, we know that
number of quadratic residues |QRs| < ps1(p-1)/2

* Because Zs is cyclic, | {g% g*,..., gP -0y | = psl(p-1)/2, there

can be no more quadratic residues outside this set. Therefore, the
s-1 . . .
set {9, ¢°,..., g P-D-1y contains only quadratic non-residues

IQR | = p*(p-1)/2

Square root mod prime power p°

> Lemma: y =z (mod p) = vy =z"" (mod p%) N
pf. y=2(modp)=>y=2z+1p
5- s-1 S- \\
= yP'= @+a,p) =27 +ps T p . (mod pd)
s-1 s-1 AN
=yP =z (modp*) [

- N

> Solve 2* =D (mod p?) H(@) = 4(p9) = p1(p-1)
letq=p%, r=p*l e=(g-2r+1)/2 = (ps-2p*1+1)2

. Tonelli'
> If X satisfies X2 = b (mod p), then |z =+ x'b® (mod p%) 1;3? nloste

pf. 22 = (xb%)2 =b"" . bP ! = P b= b (mod p) T

S x2=D (mod p) = (X2)r =b" (mod p%) 14

Square root mod n

> Solve 72 = Db (mod n)

» from Unique Prime Factorization Theorem: n =p lcl pzcz- : -pkck
<~ check if b is a quadratic residue modulo p,

< find the two square roots modulo each prime power piCi

» combine the results using Chinese Remainer Theorem

<> there are 2% square roots




