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Course Information

Course materials:  Inoroduction o
Cryptography
with Goding Theory

http://squall.cs.ntou.edu.tw/Cryptolntro/
http://tronclass.ntou.edu.tw/

Textbook:
Introduction to Cryptography with Coding
Theory, Trappe & Washington, 2" Ed.

Basic course contents:

Fundamental cryptography and its applications in
constructing secure information infrastructure:
networking environments, distributed computing
resources, cloud services, and edge computing facilities.

Overview of Cryptography

» People want privacy, security (confidentiality,
integrity, authenticity, and availability), and
safety while communicating

* In the past, cryptography is heavily used for military
applications to keep sensitive information secret
from enemies (adversaries).

— Julius Caesar used a simple shift cipher to communicate
with his generals in the battlefield.

— World War I, World War II (Enigma)

Overview of Cryptography

» Nowadays, with the fast technologic
progress, our dependency on computer
systems and networks has increased a lot
such that we need more sophisticated
techniques to ensure the smooth operations.

* Cryptography provides most of the methods
and techniques for secure communication
and secure computing




Privacy

* The meaning of privacy depends on its context: legal, political,
societal, cultural, and sociotechnological

Legal: "the right to be let alone" — Brandeis and Warren, 1890

Social and political: "the claim of an individual to determine
what information about himself should be known to others"

* Six general types: — Westin
1. the right to be let alone

. the ability to protect oneself from unwanted access by others

. secrecy — the concealment of certain matters from others

. control over personal information

. the protecton of one's personality, individualty and dignity

. intimacy — controlled access to one's intimate aspects of life
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Terminology

* Cryptology: A term used for the study of
secure mechanisms for communication over
insecure channels and related problems.

* Cryptography: The process of designing
systems to realize secure communications
over insecure channels.

* Cryptoanalysis: The discipline of breaking
cryptographic systems.

Terminology

» Coding Theory: Deals with representing
the information using codes. It covers:
compression, secrecy, and error-correction.

— Recently, it is predominantly associated with
error-correcting

— codes which ensures the correct transmissions
over noisy-channels.

The Aspects of Cryptography

* Modern cryptography heavily depends on
mathematics and the usage of digital
systems.

* It is an inter-disciplinary study of basically
three fields:
Mathematics
Computer Science
Electrical Engineering




The Aspects of Cryptography

* Without having a complete understanding
of cryptoanalysis / cryptoanalytic
techniques / provable security, it is
impossible to design good (secure,
unbreakable) cryptographic systems.

« It makes use of other disciplines such as
number theory, quantum physics, error-
correcting codes, and computation theory.

Basic Communication Scenario

Encryption Key Decryption Key

plaintext

Alice plaintext Encrypt ciphertext Decrypt

Bob

Enemy or
Eve Adversary

Q (Mallory /
Trusted Third Oscar /

Party (TTP) - BlackHat)

Goal of Cryptographic Systems

» Confidentiality
 Authentication

* Integrity

» Non-repudiation

 Access control (Identification)

Eve’s Goals

(1) Peep the transmitted message.

(2) Figure out the key Alice is using and read
all the messages encrypted with that key.

(3) Modify the content of the message in such a
way that Bob will think Alice sent the
corrupted message.

(4) Impersonate Alice and communicate with

Bob who thinks he is communicating with
Alice.




Eve’s Goals (cont’d)

* Eve or Oscar is a passive observer who tries
to perform (1) and (2).

Network Security Attacks

Security attack: any action that compromises
the security of information

Four general categories of attacks: [W. Stalling]

» Mallory 1s more active and evil who tries to »Interruption
perform (3) and (4). » Interception
»Modification
»Fabrication
Interruption Interception

® An asset of the system is destroyed or
becomes unavailable or unusable

® This is an attack on availability
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» An unauthorized party gains access to an asset

« This is an attack on confidentiality

Information
destination

Information
source




Modification Fabrication

« An unauthorized party not only gains access to » An unauthorized party inserts counterfeit
but tampers with an asset objects into the system
« This is an attack on integrity&authenticity * This is an attack on authenticity
] []]
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Categories of Network Attacks Classes of S/W Security Vulnerabilities

» Buffer Overflow / Underflow, Integer Overflow

 Passive vs. Active :
* Format Strings

.  Tainted Input / Input Validati
network security examples: autec Aput £ HpHE Vatidation

* Race Conditions

Passive threats Active threats
e Trust Management
» Password Management
» Database Access (user ID/password)

Reveal of Traffic Masquerade Replay  Modification Denial of * Insecure temp file usage, broken CGI practices
message contents analysis (spoofing, (capture) of message  service P C ¢ hv P fi
.. . . . °
(Eavesdropping) hijacking) contentg (interrupti oor Lryptography Fractices
(tampering) ~ on) ¢ Poor Randomness
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Methods of Cryptoanalysis
focus on the Encrypt/Decrypt algorithm only

» Ciphertext only: Alice has only a copy of ciphertext

« Known Plaintext: Eve has a bunch of ciphertexts and
the corresponding plaintexts and
tries to break a particular ciphertext.

Ex: fixed letter head:
Dear Sir,
fixed file format:

<html>.....
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Methods of Cryptoanalysis(cont’d)

* Chosen Plaintext: Eve has a copy of ciphertext corres-
ponding to a copy of plaintext selected by Eve
who believes it is useful in breaking a ciphertext.
Eve can temporarily access the encryption engine

. Ex: fighter plane transponder

challenge - response

* Chosen Ciphertext: Eve has a copy of plaintext
corresponding to a copy of ciphertext selected by Eve
who believes it is useful in breaking a ciphertext.
Eve can temporarily access the decryption engine.
Ex: auto email response system
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Methods of Cryptoanalysis(cont’d)

« fighter plane transponder

generate
; r random r )
E ()
r r
« CPA: 17213 6.

...................
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Symmetric & Public Key Algorithms

 Symmetric Key Cryptosystems

— Encryption and decryption keys are known to both
communicating parties (Alice and Bob).

— They are usually related and it is easy to derive from
each other (i.e. easy to derive the decryption key
once one knows the encryption key and vice versa).

— In most cases, they are identical.

— All of the traditional (pre-1970) cryptosystems are
symmetric.

Also known as secret-key cryptosystem
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Symmetric Key Cryptosystems

— Examples :
* DES (Data Encryption Standard, 1976) and
» AES (Advanced Encryption Standard, 2001): Rijndael
— A secret should be shared (or agreed) between
communicating parties.
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Public Key Cryptography (PKC)
Why public key cryptography ?

— Key distribution and management are difficult in

symmetric cryptosystems (DES, 3DES, IDEA,
AES(Rijndael)) over large networks

— Can not provide public verifiable and non-repudiable
“digital signature” with symmetric ciphers

Public key cryptography provides functions for
all security services.

Also makes it simple to implement key exchange,
secret sharing functions, etc.
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Public Key Cryptosystems

» Each user has a pair of keys which are
generated together under a scheme:
— Private Key - known only to the owner

— Public Key - known to anyone in the systems
with validity assurance

* Encryption with PKC:

— Sender encrypts the message by the Public Key
of the receiver

— Only the receiver can decrypt the message by
her/his Prlvate Key asymmetry
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Non-mathematical PKC

the padlock metaphor
Bob has a box and a padlock which only he can
unlock once it is locked.

Alice want to send a message to Bob.
Bob sends his box and the unlocked padlock to Alice.

Alice puts her message in the box and locks the box
with Bob’s padlock and sends the box to Bob thinking
that the message is safe since only Bob can unlock the
padlock and accesses the contents of the box.

Bob receives the box, unlocks the padlock and reads

the message.
28




Non-mathematical PKC

o Attack:

— Eve can replace Bob’s padlock with hers when
Bob is sending the box and padlock to Alice.
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Simple Puzzle
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Shamir’s three pass protocol
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Problems of PKC

» Powerful tools with their own intrinsic problems.

— Computationally intensive operations are involved.
Much slower than the symmetric key algorithms.
PKC should not be used for encrypting large
quantities of data.

— Implementation is always a challenge.
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Example PKCs

« RSA
e Rabin

» Discrete Logarithm based cryptosystems.
(ElGamal)

 Elliptic Curve Cryptosystems
* Goldwasser-Micali

* Paillier

« Ajtai-Dwork

» Merkel-Hellman (Rivest-Chor)
* Cramer-Shoup
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Secret-Key vs Public-Key Systems

* Secret Key System offers
— Information Secrecy (Privacy, Confidentiality)

— Authentication (assuring that the other principal
1s the one who knows the shared key)

— Integrity (using MAC)

» Disadvantages of a Secret Key System
— key distribution/ key exchange
— # of keys (key management)

— can not offer non-repudiation
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Secret-Key vs Public-Key Systems (cont'd)
» Public Key System offers

— information secrecy
— key distribution / key management
— non-repudiation
— authentication and integrity
» Disadvantages of a Public Key System

— slow, ex. RSA is 1000 times slower than DES (about 10* sec on a
PIII 800 PC)

* Simple Designs
s cryptosystem Dy, (E,, (m))=m e signature system E, (D, (m))=m
* not every public key algorithm can be designed as both a
cryptosystem and a signature system in this way, unless Encryption

and Decryption algorithms are commutable
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Kerckhoffs’s Principle (1883)

“Il faut qu’il n’exige pas le secret, et qu’il puisse sans
inconvenient tomber entre les mains de I’ennemi.”

(A cipher] must not depend on secrecy, and it must not
matter if it falls into enemy hangs.)

August Kerckhoffs, I;a,GrYt’ographie Militaire, Jan. 1883
| BE R AR IIEE E 28RS | [obscurity of the process |

HEERSHHERREFET AL - flA
1. EEER EREFFRLEERK  REZGEBASE
2. BEiEAG EBEERRMIARREFETIRMEREN

Kerchhoff’s Principle fREE(E 1 | | BASEER T HEANEE 2 &L HFHE -
wHETE SERARE HUEL > BISCR BORE —/ N
FE AT DA SR T2 | [ JIFESRRL (RBE) + EERIE (A5
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Decomposition of an algorithm

Conceptually:

@ choices of moves

@ difficult to resolve the
choices reversely

® difficult to solve
in a brute-force way
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Strength of a Cryptosystem

» While assessing the strength of a cryptosystem, one
should always assume that the enemy knows the
cryptographic algorithm used. (Kerkckhoff’s Principle)

» The security of an encryption system should based on
— the quality of the algorithm but not its obscurity
— the key space (or key length)

* The quality of cryptographic algorithms is measured
through cryptanalysis (usually complicated and difficult)
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Key Length in Cryptosystems

» However, the key space should be large
enough to prevent the adversary to
determine the key simply by trying all
possible keys in the key space.

 This is called brute force or exhaustive
search attack.

» For example, DES utilizes 56-bit key,
therefore there are 2°¢ (or approx 7.2 x 101°)
possible keys in the key space
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Key Length in Cryptosystems

 Assume that there are 1039 possible keys to
be tried and you can only try 10° keys in a
second.

« Since there are only around 3x107 seconds in
a year, brute force attack would take more
than 3x1013 years to try all the keys over.
This duration is longer than the predicted life
of the universe.
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Key Length in Cryptosystems

 For a cryptanalyst, brute-force should be the
last resort.

» S/He needs to take advantage the weakness
in the algorithm or in the implementation
of the cipher in order to reduce the possible
keys to try out.

* However, in some cases, longer keys do not
necessarily improve the security
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NSA Suite-B: Security Strength
of Practical Algorithms

Security Symmetric | Asymmetric | Elliptic Curve | Message
Strength (bits) Key Key Asymmetric Key | Digest
by 2010) | (2 key) RSA/DSA
by 2030) | (3 key) RSA /DSA
. 3072-bit :
- 256-bit ECDSA | SHA-256
128 128-bit AES RSA /DSA
. 7680-bit :
- 384-bit ECDSA | SHA-384
192 192-bit AES RSA / DSA
. 15360-bit :
- 512-bit ECDSA | SHA-512
256 256-bit AES RSA / DSA
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Large Numbers

Number
1 in 9 billion (23%)
1 in 4,000,000 (222)

Physical Analogue
Odds of being killed by lightning (per day)
Odds of winning the top prize in a US state lottery

Odds of winning the top prize in a US state lottery and being killed

by lightning in the same day 1in 2%
1in 59,000 (2'%)
1in 6100 (213)

Odds of drowning in the US per year
Odds of being killed in an automobile accident in the US (in 1993)

Odds of being killed in an automobile accident in the US per lifetime 1in 88 (27)

Time until next ice age 14,000 (2'4) years
Time until the sun goes nova 10° (239) years
Age of the planet 10° (2%°) years
Age of the universe 1010 (234) years
Number of atoms in the planet 1051 (2170)
Number of atoms in the sun 1057 (21%9)
Number of atoms in the galaxy 1061 (2223)
Number of atoms in the universe (dark matter excluded) 1077 (2265)

Volume of the universe 1034 (2280) cm?
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Large Numbers

If the Universe is Closed:
Total lifetime of the Universe

If the Universe is Open:

Time until low-mass stars cool off

Time until planets detach from stars

Time until stars detach from galaxies

Time until orbits decay by gravitational radiation

Time until black holes decay by the Hawking process

Time until all matter is liquid at zero temperature

Time until all matter decays to iron

Time until all matter decays to black hole

10'1(23%7) years

10'8(261) seconds

10'4(2*7) years
10'5(2%%) years
10'9(2%4) years
102°(267) years

10%4(2213) years
1065(2216) years

1019% years
10197 years

The above data comes from Schneier’s “Applied Cryptography,” 1996

43

Key Length in Cryptosystems

Symmetric and Public-key Key Lengths
with Similar Resistances to Brute-Force Attacks

Symmetric Key Length Public-key Key Length
56 bits 384 bits
64 bits 512 bits
80 bits 768 bits
112 bits 1792 bits
128 bits 2304 bits

The above data comes from Schneier’s “Applied Cryptography,” 1996
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Chinese Number Systems
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Chinese Number System (cont’d)
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