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Congruence

<~ Modulo Operation:
x Question: What 1s 12 mod 9?

* Answer: 12 mod 9=3or 12 =3 (mod 9)
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Congruence

<~ Modulo Operation:
x Question: What 1s 12 mod 9?
* Answer: 12 mod 9=3or 12 =3 (mod 9)
“12 1s congruent to 3 modulo 9”

< Definition: Leta, r, m € Z (where Z is the set of all

integers) and m > 0. We write

x a=r(modm)ifmdividesa—r (i.e.m|a-r)
x M is called the modulus

x I 1s called the remainder
x

a=qg-m+r 0<r<m
< Example: a = 42 and m=9
*x 42=4 -9+ 6 therefore 42 = 6 (mod 9)
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+~ GCD of a and b is the largest positive integer
dividing both a and b

+ gcd(a, b) or (a,b)
+ex. ged(6,4) =2, gcd(5,7) =1
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Greatest Common Divisor

+~ GCD of a and b is the largest positive integer
dividing both a and b

+ gcd(a, b) or (a,b)

+ex. ged(6,4) =2, gcd(5,7) =1

< Euclidean al g()I’lthm remainder—divisor — dividend — ignore

v agrdARD 11QNMNN
*x CX. ZCa\404, 118V)

1658 2 -
16=8-2+0  gcd
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Greatest Common Divisor

+~ GCD of a and b is the largest positive integer
dividing both a and b

+ gcd(a, b) or (a,b)
+ex. ged(6,4) =2, gcd(5,7) =1

< Euclidean al g()I’lthm remainder—divisor — dividend — ignore

* ex. gcd(482, 1 180) Why does it work?

1180 = 2 482+ Let d = gcd(482, 1180)

g0 = 2 . d|482andd| 1180 = d|216
4 ' because 216 = 1180 -2 - 482
216 and d | 482 = d |50
50andd |216 =d| 16
16 8 2+() = l6andd |50 =d |2

16 =>d=2
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<+ Euclidean Algorithm: calculating GCD
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
find x and y
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<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
find x and y

d=2=50-3"-16
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
find x and y

d=2=50-3"16
50=482-2 -
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16

T 50=482-2 -
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16

N 50=482-2
16="10-4-50
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16

T h50=482-2-
TN 16=010-4-50
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16

=(482-2-216)-3 - (216 -4 - 50)\“\:\* S0=482-2-
S 16=716-4-50
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) = 1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3"16 =1180-2 - 482

=(482-2-216)-3 - (216-4 - 50)\“\:\* S0 =482-2-
T 16="10-4-50
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) =1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16 .~ — 1180 - 2 - 482

— (482-2-216)-3 - (216 -4 - 50) . "50=482-2-
T 16=210-4-50




Greatest Common Divisor (COII
<+ Def: a and b are relatively prime: gcd(a, b) =1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy
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*16="10-4-50
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Greatest Common Divisor (cont’d
<+ Def: a and b are relatively prime: gcd(a, b) =1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) =1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16 T =1180-2 - 482
= (482-2-216)-3 - (216 -4 - 50) ™. “50=482-2-
=eeee=1180" (-29)+482 - 71 0= =450
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Greatest Common Divisor (cont’d)
<+ Def: a and b are relatively prime: gcd(a, b) =1

<~ Theorem: Let a and b be two integers, with at least one
of a, b nonzero, and let d = gcd(a,b). Then there exist
integers X, y, gcd(x,y)=1suchthata - x+b-y=d

* Constructive proof: Using Extended Euclidean Algorithm to
findxandy

d=2=50-3-16 N = 1180-2 - 482
= (482 -2 - 216) 3 (216 4 - 50) ~50=482-2-
=eeee=1]30" (29)+482 71 “lo=216-4-50

i -
a x~ by




Extended Euclidean Algorithm
Let gcd(a,b)=d
+ Looking for sand t, gcd(s,t)=1st.a-s+b-t=d
+ Whend=1,t= b! (mod a)

Ex. 1180=2-482+
1180 -2 - 482 =
482 =12 - + 50

4-(2-1180+5 - 482) =16
0-1180-22 - 482 =16
50=316+2
(-2 - 1180 + 5 - 482) -
3-(9- 1180 -22 - 482) =2
29 - 1180+ 71 - 482 =2 ¢
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Greatest Common Divisor (cont’d)

x The above proves only the existence of integers x and y
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Greatest Common Divisor (cont’d)

x The above proves only the existence of integers x and y

*x How about gcd(x, y)?

d=a-x+b-y

l=a/d-x+b/d-
d = ged(a, b) — a/d-x+b/d-y
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x The above proves only the existence of integers x and y
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d = gcd(a, b)
If ged(x,y)=r,r>1 then

— l=a/d-x+b/d-y
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x The above proves only the existence of integers x and y
*x How about gcd(x, y)?
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If ged(x,y)=r,r>1 then
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Greatest Common Divisor (cont’d)
x The above proves only the existence of integers x and y
*x How about gcd(x, y)?
d=a-x+b-y
d = gcd(a, b)
If ged(x,y)=r,r>1 then

— l=a/d-x+b/d-y

rixandr|y = r|a/d-x+b/d-y

which means that r|1 1e. r=1




Greatest Common Divisor (cont’d)
x The above proves only the existence of integers x and y
*x How about gcd(x, y)?
d=a-x+b-y
d = gcd(a, b)
If ged(x,y)=r,r>1 then

— l=a/d-x+b/d-y

rixandr|y = r|a/d-x+b/d-y

which means that r|1 1e. r=1

gcd(x,y) =1 q




Greatest Common Divisor (cont’d)
x The above proves only the existence of integers x and y
*x How about gcd(x, y)?
d=a-x+b-y
d = gcd(a, b)
If ged(x,y)=r,r>1 then

— l=a/d-x+b/d-y

rixandr|y = r|a/d-x+b/d-y
which means that r|1 1e. r=1
gedx,y)=1 ¢
Note: gcd(x, y) = 1 but (X, y) 1s not unique
e.g. d=ax+by=a(x-k'b)+b(ytk-a)

when k increases, x-k-b decreases and become negative




Greatest Common Divisor (cont’d)

Lemma: gcd(a,b) = gcd(x,y) = gcd(a,y) = ged(x,b) = 1 <
da,b,x,yst.1=ax+by




Greatest Common Divisor (cont’d)

Lemma: gcd(a,b) = gcd(x,y) = gcd(a,y) = ged(x,b) = 1 <
da,b,x,yst.1=ax+by
pf:
(=) following the previous theorem




Greatest Common Divisor (cont’d)

Lemma: gcd(a,b) = gcd(x,y) = gcd(a,y) = ged(x,b) = 1 <
da,b,x,yst.1=ax+by
pf:
(=) following the previous theorem

(<) letd=ged(a, b), d > 1
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Lemma: gcd(a,b) = gcd(x,y) = gcd(a,y) = ged(x,b) = 1 <
da,b,x,yst.1=ax+by
pf:
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Greatest Common Divisor (cont’d)

Lemma: gcd(a,b) = gcd(x,y) = gcd(a,y) = ged(x,b) = 1 <
da,b,x,yst.1=ax+by
pf:
(=) following the previous theorem




Greatest Common Divisor (cont’d)

Lemma: gcd(a,b) = gcd(x,y) = gcd(a,y) = ged(x,b) = 1 <
da,b,x,yst.1=ax+by
pf:
(=) following the previous theorem

llarly, gcd(a, y)=1, ged(x, b)=1, and gcd(x, y)=1
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Operations under mod n

% Proposition:
Let a,b,c,d,n be integers with n = 0, suppose
a=Db (mod n) and ¢ = d (mod n) then
atc b+d(modn)

pf.{a=k1n+b
c=k,n+d




Operations under mod n

% Proposition:
Let a,b,c,d,n be integers with n = 0, suppose
a=Db (mod n) and ¢ = d (mod n) then
atc b+d(modn)

pf.{a =k, n+b
c=k,n+d
= (atc) = (k;tk,) n + (b+d)




Operations under mod n

% Proposition:
Let a,b,c,d,n be integers with n = 0, suppose
a=Db (mod n) and ¢ = d (mod n) then
atc b+d(modn)

pf. ;ca=k, n+b

{c =k, n+d
= (atc) = (k;tk,) n + (b+d)
— a+c = b+d (mod n)




Operations under mod n

% Proposition:
Let a,b,c,d,n be integers with n = 0, suppose
a=Db (mod n) and ¢ = d (mod n) then
atc b+d(modn)
a-c b-d(modn)
a-c b-d (modn))




Operations under mod n

% Proposition:

Let a,b,c,d,n be integers with n = 0, suppose
a=Db (mod n) and ¢ = d (mod n) then

atc b+d(modn)

a-c b-d(modn)

a-c b-d (modn))

<+ Proposition:
Let a,b,c,n be integers with n = 0 and gcd(a,n) =1.




Operations under mod n

% Proposition:
Let a,b,c,d,n be integers with n = 0, suppose
a=Db (mod n) and ¢ = d (mod n) then
atc b+d(modn)
a-c b-d(modn)
a-c b-d (modn))

<+ Proposition:
Let a,b,c,n be integers with n = 0 and gcd(a,n) =1.
Ifa:-b=a- c(modn)then b=c (modn)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

ie.a-al=1(modn) or a-al=1+k-n




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?
or a-al=1+k-n

S

This expression also
implies gcd(a,n)=1.




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

cal=1(modn) or a-al=

gcd(a,n)=1 = Elsandtsuchthata°s+n°t=X
_

: -1
Extended Euclidean Algo. = @ =s (mod n) This expression also
implies gcd(a,n)=1.
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< What 1s the multiplicative inverse of a (mod n)?
cal=1(modn) or a-al=

Trick to calculate a! (mod n) manually

» works only when a 1s small, the larger n the tricker

» only for showing off, interview, homework, or exam
» find inverse of 5 (mod 789)

o find s and t such that 5s+789t=1
o note that t 1s the inverse of 789 (mod 5)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?
cal=1(modn) or a-al=

Trick to calculate a! (mod n) manually

» works only when a 1s small, the larger n the tricker

» only for showing off, interview, homework, or exam
» find inverse of 5 (mod 789)
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Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?
cal=1(modn) or a-al=

Trick to calculate a! (mod n) manually

» works only when a 1s small, the larger n the tricker

» only for showing off, interview, homework, or exam
» find inverse of 5 (mod 789)

o find s and t such that 5s+789t=1

o note that t 1s the inverse of 789 (mod 5),
enumerate 2,3,4 and find that 4 is our guy
(key reason for requiring a small a)

o now find s suth that 5s + 789 *4 =1
s=(1-3156)/5=-631




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?
or a-al=1+k-n

gcd(a,n)=1 = dsandtsuchthata-s+n-t=1

:>a'15

s (mod n)
+~a-x=b(modn), gcd(a,n)=1,x=7?

1 _1 1 Va 1 \
X=b-a '=b:s(modn)
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gcd(a,n)=1 = dsandtsuchthata-s+n-t=1
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Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?
or a-al=1+k-n
gcd(a,n)=1 = dsandtsuchthata-s+n-t=1

IE

= a =s (modn)

+~a-x=b(modn), gcd(a,n)=1,x=7?
x=b-al=b-s(modn) .
Are there any solutions?

+a*x=b(modn), gcd(a,n)=d>1,x=?
ifd|b




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?
or a-al=1+k-n
gcd(a,n)=1 = dsandtsuchthata-s+n-t=1

IE

= a =s (modn)

+~a-x=b(modn), gcd(a,n)=1,x=7?

x=b-al=b-s(modn)
Are there any solutions?
+~a-x=b(modn), gcd(a,n)=d>1,x=7?
ifd|b (a/d) - x = (b/d) (mod n/d) gcd(a/d,n/d) = 1
xo = (b/d) - (a/d)! (mod n/d)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

or a-a‘1=

gcd(a,n)=1 = dsandtsuchthata-s+n-t=1

IE

= a =s (modn)

+~a-x=b(modn), gcd(a,n)=1,x=7?

x=b-al=b-s(modn)
Are there any solutions?
+~a-x=b(modn), gcd(a,n)=d>1,x=7?
ifd|b (a/d) - x=(b/d) (mod n/d) gecd(a/d,n/d)=1
Xo = (b/d) - (a/d)"! (mod n/d)
—> there are d solutions to the equation a - x =b (mod n):

X0 XgT(0/d), ... ,xy+(d-1)-(n/d) (mod n)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

or a-al=1+k-'n

a-x=0(modn)

+~a-x=b(modn), gcd(a,n)=d>1,x=7?
ifd|b (a/d) - x=(b/d) (mod n/d) gecd(a/d,n/d)=1
Xo = (b/d) - (a/d)"! (mod n/d)
—> there are d solutions to the equation a - x =b (mod n):
X0 XgT(0/d), ... ,xy+(d-1)-(n/d) (mod n)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

or a-al=1+k-'n

a-x=0(modn)
a/d - x =0 (mod n/d)

+~a-x=b(modn), gcd(a,n)=d>1,x=7?
ifd|b (a/d) - x=(b/d) (mod n/d) gecd(a/d,n/d)=1
Xo = (b/d) - (a/d)"! (mod n/d)
—> there are d solutions to the equation a - x =b (mod n):
X0 XgT(0/d), ... ,xy+(d-1)-(n/d) (mod n)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

or a-al=1+k-'n

a-x=0(modn)
a/d - x =0 (mod n/d)
X = 0 (mod n/d)

+~a-x=b(modn), gcd(a,n)=d>1,x=7?
ifd|b (a/d) - x=(b/d) (mod n/d) gecd(a/d,n/d)=1
Xo = (b/d) - (a/d)"! (mod n/d)
—> there are d solutions to the equation a - x =b (mod n):
X0 XgT(0/d), ... ,xy+(d-1)-(n/d) (mod n)




Operations under mod n

< What 1s the multiplicative inverse of a (mod n)?

ie.a-al=1(modn) or a-al=1+k-n

a-x=0(modn)
a/d - x =0 (mod n/d)
X =0 (mod n/d)

=k (n /A\ k=0.1 d-1

X I\ \ U LN U, 9. ,U_l

+~a-x=b(modn), gcd(a,n)=d>1,x=7?
ifd|b (a/d) - x=(b/d) (mod n/d) gecd(a/d,n/d)=1
Xo = (b/d) - (a/d)"! (mod n/d)
—> there are d solutions to the equation a - x =b (mod n):
X0 XgT(0/d), ... ,xy+(d-1)-(n/d) (mod n)




Matrix inversion under mod n

% A square matrix 1s invertible mod n 1f and only 1f
its determinant and n are relatively prime

< ex: 1n real field R 1

a b 1 d -b
c d - ad - bc -C a

In a finite field Z (mod n)? we need to find the inverse
for ad-bc (mod n) 1n order to calculate the inverse of the

: -1
matrix a b 4 d b
= (ad —bc) (mod n)
c d -C a




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisfy




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG =AM




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG =AM
2. Associativity: V a,b,c eG (axb)xc=ax(bxc) EEME




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG E A
2. Associativity: V a,b,c eG (axb)yxc=ax(bxc) &M
3. Identity: VaeG lxa=ax1l=a BEAIITR




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG E A
2. Associativity: V a,b,c eG (axb)yxc=ax(bxc) &M
3. Identity: VaeG lxa=ax1l=a BEAIITR
4. Inverse: VaeG axal=1=alx otz




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG E A
2. Associativity: V a,b,c eG (axb)yxc=ax(bxc) &M
3. Identity: VaeG lxa=ax1l=a BEAIITR
4. Inverse: VaeG axal=1=alx otz

< Abelian group ZXH#EE VabeG axb=bxa




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG ETEAME
2. Associativity: V a,b,c eG (axb)yxc=ax(bxc) &M
3. Identity: VaeG lxa=ax1l=a BEAIITR
4. Inverse: VaeG axal=1=alx otz

< Abelian group ZXH#EE VabeG axb=bxa

% Cyclic group G of order m: a group defined by an
element g € G such that g, gz, g3 , .... g "are all distinct
elements in G (thus cover all elements of G) and g™ =1,
the element g is called a generator of G. Ex: Z; (or Z/nZ)
12




Group

<~ A group G 1s a finite or infinite set of elements and a
binary operation x which together satisty
1. Closure: VabeG axb=ceG E A
2. Associativity: V a,b,c eG (axb)yxc=ax(bxc) &M
3. Identity: VaeG lxa=ax1l=a BEAIITR
4. Inverse: VaeG axal=1=alxa NoTE
< Abelian group ZXH#EE VabeG axb=bxa

_-means g XgXgX .. Xg

+ Cyclic group G of order m: a gmUp defined by an
element g € G such that g, g g , .... g "are all distinct
elements in G (thus cover all elements of G) and g™ =1,
the element g is called a generator of G. Ex: Z; (or Z/nZ)
12
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<~ The order of a group: the number of elements 1n a group G, denoted
|G|. If the order of a group is a finite number, the group 1s said to be a
finite group, note g/Sl = 1 (the identity element).
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<~ The order of a group: the number of elements 1n a group G, denoted
|G|. If the order of a group is a finite number, the group 1s said to be a
finite group, note g/Sl = 1 (the identity element).

<+ The order of an element g of a finite group G 1s the smallest power

m such that g = 1 (the identity element), denoted by ord(g)
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<~ The order of a group: the number of elements 1n a group G, denoted
|G|. If the order of a group is a finite number, the group 1s said to be a
finite group, note g/Sl = 1 (the identity element).

<+ The order of an element g of a finite group G 1s the smallest power
m such that g" = 1 (the identity element), denoted by ords(g)

< ex: Z,: additive group modulo n 1s the set {0, 1, ..., n-1}
binary operation: + (mod n)
identity: O
mverse: -x = n-x (mod n) Algorithm




Group (cont’d)

<~ The order of a group: the number of elements 1n a group G, denoted
|G|. If the order of a group is a finite number, the group 1s said to be a
finite group, note g/Sl = 1 (the identity element).

<+ The order of an element g of a finite group G 1s the smallest power
m such that g" = 1 (the identity element), denoted by ords(g)

< ex: Z,: additive group modulo n 1s the set {0, 1, ..., n-1}
binary operation: + (mod n) size of Z_is n,
identity: O
mverse: -x = n-x (mod n) Algorithm

g+g+...+g =0 (mod n)




Group (cont’d)

The order of a group: the number of elements 1n a group G, denoted
|G|. If the order of a group is a finite number, the group 1s said to be a
finite group, note g/Sl = 1 (the identity element).

The order of an element g of a finite group G 1s the smallest power
m such that g = 1 (the identity element), denoted by ord(g)

ex: Z: additive group modulo n 1s the set {0, 1, ..., n-1}
size of Z 1S n,

identity: 0 g—|—g-|—. . ,—I—g = 0 (mod n)

mverse: -x = n-x (mod n) Algorithm

eX: Z:: multiplicative group modulo n 1s the set {i:0<i<n, gcd(1,n)=1}

binary operation: x (mod n)
identity: 1

1

inverse. X - can be found using extended Euclidean Algorithm




Group (cont’d)

The order of a group: the number of elements 1n a group G, denoted
|G|. If the order of a group is a finite number, the group 1s said to be a
finite group, note g/Sl = 1 (the identity element).

The order of an element g of a finite group G 1s the smallest power
m such that g = 1 (the identity element), denoted by ord(g)

ex: Z: additive group modulo n 1s the set {0, 1, ..., n-1}
binary operation: + (mod n) size of Z.. 1s n,
n

identity: 0 gtgt. . +g =0 (mod n)
inverse: -X = n-x (mod n) Algorithm —

eX: Z:: multiplicative group modulo n 1s the set {i:0<i<n, gcd(1,n)=1}
binary operation: x (mod n) size of Z* is ¢(n),

identity: 1 d)(n) = 1 (mod n)

inverse: x "' can be found using extended Euchdean Algorithm
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properties on the next slide




Ring Z

< Definition: The ring Z_ consists of
* ThesetZ_ =1{0,1,2,...,m-1}

* Two operations “+ (mod m)” and “x (mod m)”
for all a, b € Z_ such that they satisfy the
properties on the next slide

<~ Example:m=9 7, =1{0,1,2,3,4,5,6,7, 8}
6 +8=14=5 (mod 9)
6 x 8 =48 =3 (mod9)
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& The additive inverse of a: -a=m —as.t. a + (-a) = 0 (mod m)

% Addition is closed i.eifa,b € Z  thena+b e Z
& Addition is associative (a + b) + c=a + (b + ¢) (mod m)

& Addition is commutative a + b =b + a (mod m)
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Properties of the ring Z
< Consider thering Z__ = {0, 1, ..., m-1}

& The additive identity “0”: a + 0 = a (mod m)

& The additive inverse of a: -a=m —as.t. a + (-a) = 0 (mod m)

% Addition is closed i.eifa,b e Z_ thena+b e Z

& Addition is associative (a + b) + c=a + (b + ¢) (mod m)

& Addition is commutative a + b =b + a (mod m)

& Multiplicative identity “1”: a x 1 = a (mod m)
& The multiplicative inverse of a exists only when gcd(a,m) = 1
and denoted as a”! s.t. a! x a=1 (mod m)

% Multiplication is closed i.e. ifa,b € Z_ thenaxb € Z

& Multiplication is associative (2 x b) x c=a x (b x ¢) (mod m)
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Properties of the ring Z
< Consider thering Z__ = {0, 1, ..., m-1}

& The additive identity “0”: a + 0 = a (mod m)

& The additive inverse of a: -a=m —as.t. a + (-a) = 0 (mod m)

% Addition is closed i.eifa,b e Z_ thena+b e Z

& Addition is associative (a + b) + c=a + (b + ¢) (mod m)

& Addition is commutative a + b =b + a (mod m)

& Multiplicative identity “1”: a x 1 = a (mod m)
& The multiplicative inverse of a exists only when gcd(a,m) = 1
and denoted as a”! s.t. a! x a=1 (mod m)

% Multiplication is closed i.e. ifa,b € Z_ thenaxb € Z

& Multiplication is associative (2 x b) x c=a x (b x ¢) (mod m)
& Multiplication is commutative a x b = b x a (mod m)
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Properties of the ring Z
< Consider thering Z__ = {0, 1, ..., m-1}

& The additive identity “0”: a + 0 = a (mod m)

& The additive inverse of a: -a=m —as.t. a + (-a) = 0 (mod m)

% Addition is closed i.eifa,b e Z_ thena+b e Z

& Addition is associative (a + b) + c=a + (b + ¢) (mod m)

& Addition is commutative a + b =b + a (mod m)

& Multiplicative identity “1”: a x 1 = a (mod m)
& The multiplicative inverse of a exists only when gcd(a,m) = 1
and denoted as a’! s.t.alxa=1 (mod M) might or might not exist

% Multiplication is closed i.e. ifa,b € Z_ thenaxb € Z

& Multiplication is associative (2 x b) x c=a x (b x ¢) (mod m)
& Multiplication is commutative a x b = b x a (mod m)
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Some remarks on the ring Z

<~ A ring 1s an Abelian group under addition and an
Abelian semigroup under multiplication..

+ A semigroup 1s defined for a set and an associative
binary operator. No other restrictions are placed on a
semigroup; thus a semigroup need not have an identity

element and its elements need not have inverses within
the semigroup.
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Some remarks on the ring Z_ (cont’d)

<~ Roughly speaking a ring 1s a mathematical structure in
which we can add, subtract, multiply, and even sometimes
divide. (A ring in which every element has multiplicative
inverse 1s called a field.)
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Some remarks on the ring Z_ (cont’d)

<~ Roughly speaking a ring 1s a mathematical structure in
which we can add, subtract, multiply, and even sometimes
divide. (A ring in which every element has multiplicative
inverse 1s called a field.)
& Example: Is the division 4/15 (mod 26) possible?
In fact, 4/15 mod 26 = 4 x 15-! (mod 26)
Does 157! (mod 26) exist ?
It exists only 1f gcd(15, 26) = 1.
151 =7 (mod 26)  therefore,
4/15mod 26 =4 x 7=28 =2 mod 26




me remarks on the group Z_ a

< The modulo operation can be applied whenever we want
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< The modulo operation can be applied whenever we want

inZ._
(a+ b) (mod m) = [(a (mod M)) + ((b mod M)) | (mod M)
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< The modulo operation can be applied whenever we want

inZ._
(a+ b) (mod m) = [(a (mod M)) + ((b mod M)) | (mod M)

in Z*
(ax b) (mod M) = [(a (mod M)) x ((b mod M)) | (mod M)
aP (mod m) = (a (mod M))? (mod M)
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< The modulo operation can be applied whenever we want

inZ._
(a+ b) (mod m) = [(a (mod M)) + ((b mod M)) | (mod M)

in Z*
(ax b) (mod M) = [(a (mod M)) x ((b mod M)) | (mod M)
aP (mod m) = (a (mod M))? (mod M)

: )
& Question? aP (mod m) = mod m)
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Exponentiation in Z_

+ Example: 38 (mod 7) = ?
38 (mod 7) = 6561 (mod 7) =2 since 6561 =937 x 7 +2
or
38 (mod 7) = 3% x 3*(mod 7) = 32 x 32 x 32 x 3% (mod 7)
= (32 (mod 7))x(3? (mod 7))x(3% (mod 7))x(3% (mod 7))
=2x2x2x2(mod7)=16(mod7)=2




Exponentiation in Z_

+ Example: 38 (mod 7) = ?
38 (mod 7) = 6561 (mod 7) =2 since 6561 =937 x 7 +2
or
38 (mod 7) = 3% x 3*(mod 7) = 32 x 32 x 32 x 3% (mod 7)
= (32 (mod 7))x(3? (mod 7))x(3% (mod 7))x(3% (mod 7))
=2x2x2x2(mod7)=16(mod7)=2

¢ The cyclic group Z_* and the modulo arithmetic is of
central importance to modern public-key cryptography.
In practice, the order of the integers involved in PKC are
in the range of [2100, 21924] Perhaps even larger.
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+ How do we do the exponentiation efficiently?

¢ 31234 (mod 789) many ways to do this

a. do 1234 times multiplication and then calculate remainder
b. repeat 1234 times (multiplication by 3 and calculate remainder)

c. repeated | log 1234 ] times (square, multiply and calculate
remainder)
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+ How do we do the exponentiation efficiently?

¢ 31234 (mod 789) many ways to do this

a. do 1234 times multiplication and then calculate remainder
b. repeat 1234 times (multiplication by 3 and calculate remainder)

c. repeated | log 1234 ] times (square, multiply and calculate
remainder)

ex. first tabulate
32 9(mod789)  332=4592=18 3212 = 7322 =93
34=92=38] 364=182= 324  31024=-932=759
38=812=249 3128 = 3242 = 39
31622492 =459  3256=392=732




Exponentiation in Z_ (cont’d)

+ How do we do the exponentiation efficiently?

¢ 31234 (mod 789) many ways to do this

a. do 1234 times multiplication and then calculate remainder
b. repeat 1234 times (multiplication by 3 and calculate remainder)

c. repeated | log 1234 ] times (square, multiply and calculate
remainder)

ex. first tabulate
32 9(mod789)  332=4592=18 3212 = 7322 =93
34=92=38] 364=182= 324  31024=-932=759
38=812=249 3128 = 3242 = 39
31622492 =459  3256=392=732
1234 =1024 + 128 + 64 + 16 + 2 (10011010010),




Exponentiation in Z_ (cont’d)

+ How do we do the exponentiation efficiently?

¢ 31234 (mod 789) many ways to do this

a. do 1234 times multiplication and then calculate remainder
b. repeat 1234 times (multiplication by 3 and calculate remainder)

c. repeated | log 1234 ] times (square, multiply and calculate
remainder)

ex. first tabulate
32 9(mod789)  332=4592=18 351227322 =93
34=92=38] 364=182= 324  31024=-932=759
38=812=249 3128 = 3242 = 39
31622492 =459  3256=392=732
1234 =1024 + 128 + 64 + 16 + 2 (10011010010),
31234 = 3(1024+128+64+16+2) = (((759 » 39) « 324) » 459) « 9 = 105 (mod 789)
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,

< Method 1:
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,

< Method 1:

x> X’

_square_—
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% =>(x") X

_square_—
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

KO = (x%) - (x2)™

square
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X = () () -
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X = (x) (X)) = (¢ (x)”) X

Tsquare " T~ square
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% = (X2) - (X7) = (X (x*)™) - (x)”

Tsquare " T~ square




Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% = (X2) - (X7) = (X (x*)™) - (x)”

Tsquare " T square
< Method 2:

X
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% = (X2) - (X7) = (X (x*)™) - (x)”

Tsquare " T square
< Method 2:

x 0
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% = (X2) - (X7) = (X (x*)™) - (x)”

Osquare " T square
+ Method 2:
XM ()

“square
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% = (X2) - (X7) = (X (x*)™) - (x)”

Tsquare " T square
< Method 2:

Xbo — (Xbo)2 -Xbl

“square
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Exponentiation in Z_ (cont’d)

calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:

X% = (X2) - (X7) = (X (x*)™) - (x)”

Tsquare " T square
< Method 2:

Xbo — (Xbo )2 Xbl (X2b0+bl )2

Ssquare —" S square_—




Exponentiation in Z_ (cont’d)
calculate X7 (mod m) where y=b, 22+b, 2 +b,
< Method 1:
X =2 () - ()= (- (7)) ()"
W W
< Method 2:

Xbo — (Xb0)2 -Xbl — (X2'b0+b1)2.Xb2

Ssquare —" S square_—




Exponentiation in Z_ (cont’d)
calculate X7 (mod m) where y=b, 22+b, 2 +b,
<~ Method 1:
X =2 (X)) () = (X7 (x7)™) ()™
Osquare_— T~ square —
+ Method 2:

Xbo — (Xb0)2 -Xbl — (X2'b0+b1)2.Xb2

SSsquare — S\ square_—

square and multiply |_10g yJ times




E‘r
1A

Method 1:
1234=1024 + 128 + 64 + 16 + 2 (10011010010),
31234 _ 30+2(1+2(0+2(0+2(1+2(0+2(1+2(1+2(0+2(0+2(1))))))))))
—0. 92(0+2(0+2(1+2(O+2(1+2(1+2(O+2(O+2(1)))))))))
—0. 812(0+2(1+2(0+2(1+2(1+2(O+2(0+2(1))))))))
— 0.9 492(1+2(O+2(1+2(1+2(0+2(0+2(1)))))))
_ 0« 459 « 450 2(0+2(1+2(1+2(0+2(0+2(1))))))
_ 0450 . 18 2(1+2(1+2(0+2(0+2(1)))))
=9« 459 « 324 « 3242(1+2(0+2(0+2(1))))
=9+ 459 « 324 « 39 » 392(0+2(0+2(1)))
=9 « 459 « 324 « 39 « 7322(0+2(1))
=9+459+324+39.932(D)
=9+ 459 « 324 + 39 « 759 mod 789
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Exponentiation in Z _ (cont’d

Method 2: 1234=1024 + 128 +64 + 16 +2 (10011010010),
31234 _ 304+2(14+2(0+2(0+2(1+2(0+2(1+2(1+2(0+2(0+2(1)))))))

_ (3 . 32(O+2(1+2(O+2(1+2(1+2(0+2(0+2(1)))))))))2
= (3+(3207 0+2(1+2(1+2(o+2(0+2(1))))))))2)2

_ (3,((3,32( o+2(1+2(1+2(0+2(0+2(1)))))))2)2)2
_ (3,((3,(32(1+2(1+2(0+2(o+2(1))))))2)2 )2)2

_ (3,((3,((3,32(1+2(0+2(o+2(1)))))2)2 )2)2)2

_ (3,((3,((3,(3,32(o+2(0+2(1))))2 12)2 )2)2)2

= (3+((3+((3+(3+(3%(0T2(N)2 )2)2)2 )2)2y2

= (3+((3+((3-B+(3*)* yH)H2 )2 )H?)?

= (3+((3+(B-3-((B1HY*)*)HH*)*)H?)?




Chinese Remainder Theorem (CR

>V 1¢J€ {1,2,1(}, ng(I‘i, I‘J) — 1, 0< ml < I‘i
Is there an m that satisfies simultaneously the following
set of congruence equations?

m=m,; (mod 1)

=m, (mod r,)

= mk (mOd I‘k)




Chinese Remainder Theorem (CR

>V 1¢J€ {1,2,1(}, ng(I‘i, I‘J) — 1, 0< ml < I‘i
Is there an m that satisfies simultaneously the following
set of congruence equations?

m=m,; (mod 1)

=m, (mod r,)

= mk (mOd I‘k)




Chinese Remainder Theorem (CR

>V 1¢J€ {1,2,1(}, ng(I‘i, I‘J) — 1, 0< ml < I‘i
Is there an m that satisfies simultaneously the following
set of congruence equations?

m =m; (mod 1) ex: m= 1 (mod 3)
=m, (mod r,) =2 (mod >)
e =3 (mod 7)
:ged(3,5) =1
gcd(3,7) =1
gcd(5,7) =1

= mk (mOd I‘k)




Chinese Remainder Theorem (CR

>V 1¢J€ {1,2,1(}, ng(I‘i, I‘J) — 1, 0< ml < I‘i
Is there an m that satisfies simultaneously the following
set of congruence equations?

m=m,; (mod 1) ex: m= 1 (mod 3)
=m, (mod r,) =2 (mod >)
e =3 (mod 7)
:ged(3,5) =1
gcd(3,7) =1
gcd(5,7) =1

¢ FE(ERLT =B —Bwr—, AE—BEr—, TE—%
BR =, an R (B  2/ 0 8t 2

= mk (mOd I‘k)




Lﬂlﬂ@S@ Kemamaer 1 neorem
< first solution:




Chinese Remainder Theorem

& first solution:




Chinese Remainder Theorem

& first solution:

Zizn/ri




Chinese Remainder Theorem (CR
< first solution:

Zi =n/ I'i
3! s; eri s.t. s; -z =1 (modr;) (since ged(z;, ;) = 1)




Chinese Remainder Theorem (CR
< first solution:
n=r;Tly "I}
z.=n/r;
d!'s; eZ - z. =1 (mod 1;) (since ged(z;, 1;) = 1)

= 121 ' m; (mod n)




Chinese Remainder Theorem (CR
< first solution:
n=r;Tly "I}
z.=n/r;
d!'s; eZ - z. =1 (mod 1;) (since ged(z;, 1;) = 1)

= 121 ' m; (mod n)

< €X. ml—l, m2—2, m3:3

r1=3, r2=5, r3=7




Chinese Remainder Theorem (CR
< first solution:
n=r;Tly "I}
z.=n/r;
d!'s; eZ - z. =1 (mod 1;) (since ged(z;, 1;) = 1)

= 121 ' m; (mod n)

< €X. m1=1, m2:2, m3:3
r1=3, r2=5, r3=7
21:35, 22:21, Z3:15
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Chinese Remainder Theorem (C
< first solution:
n=r;Tly "I}
z.=n/r;
d!'s; eZ - z. =1 (mod 1;) (since ged(z;, 1;) = 1)

= 121 ' m; (mod n)

X. m1=1, m2:2, m3:3
r1=3 r2=5, r3=7




7 £\

Chinese Remainder Theorem (C
< first solution:
n=r;1, I
z.=n/r;
d!'s; eZ - z. =1 (mod 1;) (since ged(z;, 1;) = 1)

= 121 ' m; (mod n)

X. m=1, my=2, my=3
=3, 1y=5, 13=7
21=35, 2,=21, 23=15
$1=2,
m=352-1+211-2+15-1:3=157 =52 (mod 105)




Chinese Remainder Theorem
< first solution:
nN=r;T, I
z.=n/r;
3! s; eZ - z. =1 (mod 1;) (since ged(z;, 1;) = 1)

— 12 - m; (mod n) Unique solution in Z_?
1

X. m=1, my=2, my=3
=3, 1y=5, 13=7
21=35, 2,=21, 23=15
$1=2,
m=352-1+211-2+15-1:3=157 =52 (mod 105)




7 £\

Chinese Remainder Theorem (C

<> Uniqueness:

1. If there exists m'eZ_ (# m) also satisfies the
previous k congruence relations, then
V1, m'-m=0 (mod r,).
2. This 1s equivalent to V1, r; | m'-m

r

T | 1
1 Iy Xy | 1 —

m
111

—> m=m+tk-r,n.p=m+k-n
——> m'¢Z forallk=#0

contradiction!




Chinese Remainder Theorem

& second solution:

Ri=Ti Ty 'ri-l
Nt eZe st Ry=1 (mod r;) (since gcd(R;, 1) = 1)

satisfies the first i-1 congruence relations

[ m1 ml
// mi_l) 't (modRy ) 122

< 1N — mk m1=13 1’112:23 m3=_3

1'1:3, 1'2:5, r3=7
R2:3, R3:15, R4:105
t2:2, t3:1

Note that m; = m; (mod r,)
=m, (mod r,)

/\
ex: my =1

1'/1\12 = 1+3:(2-1)-2=7
-53 =52 (mod 105)




Incremental Calculating By Hand

m =1 (mod 3)
=2 (mod 5)
=3 (mod 7)




Incremental Calculating By Hand

m =1 (mod 3)
=2 (mod 5)
=3 (mod 7)

@ rAn1 =1 (mod 3) ... satisfying the 1% eq.




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)

@ rAn1 =1 (mod 3) ... satisfying the 1% eq.




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)
@ rAn1 =1 (mod 3) ... satisfying the 1% eq.

@ 3 -(3)+5-2=1




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)

@ rAn1 =1 (mod 3 satisfying the 1% eq.
inverse of 3 (mod 35)

@ 3 -(3)+5-2=1




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)

@ rAn1 =1 (mod 3 satisfying the 1% eq.
inverse of 3 (mod 35)

@3 -(3)+5-251 .

inverse of 5 (mod 3)




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)

@ rAn1 =1 (mod 3 satisfying the 1% eq.
inverse of 3 (mod 35)

@ 3 - (-3)+ {\inverse of 5 (mod 3)
® m,=2-3-(3)+1-

m,




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)

satisfying the 1% eq.
inverse of 3 (mod 35)

inverse of 5 (mod 3)




Incremental Calculating By Hand

m=1 (mod 3) m=1 (mod 3)
=2 (mod 5) =2 (mod 5)
=3 (mod 7)
@ rAn1 =1 (mod 3) ... satisfying the 1% eq.
@ 3 -(3)+5-2=1

® m,=2-3-(-3)+1-5-2=-8=7(mod 15) .... satisfying
first 2 egs.




Incremental Calculating By Hand

m=1 (mod 3) m= "7 (mod 15)
=2 (mod 5) =3 (mod 7)

=3 (mod 7)\_/
@ rAn1 =1 (mod 3) ... satisfying the 1% eq.
@3 -(-3))+5-2=1

® m,=2-3-(-3)+1-5-2=-8=7(mod 15) .. satisfying
first 2 egs.




Incremental Calculating By Hand

m=1 (mod 3) m= "7 (mod 15)
=2 (mod 5) =3 (mod 7)
=3 (mod 7)

@ rAnlEl (mod 3) ... satisfying the 1% eq.
@ 3 -(3)+5-2=1
® m,=2-3-(-3)+1-5-2=-8=7(mod 15) .... satisfying

first 2 egs.
@ 15-1+7-(-2)=1




Incremental Calculating By Hand

m=1 (mod 3) m= "7 (mod 15)
=2 (mod 5) =3 (mod 7)
=3 (mod 7)
@ rAn1 =1 (mod 3) ... satisfying the 1% eq.
@ 3 -(3)+5-2=1
® m,= 2-3/-/3)%2 =-8 =7 (mod 15) .... satisfying
inverse of 15 (mod 7) first 2 egs.

@ 15-1+7-(2)=1 .

inverse of 7 (mod 15)




Incremental Calculating By Hand

m=1 (mod 3) m= "7 (mod 15)
=2 (mod 5) =3 (mod 7)
=3 (mod 7)

@ rAn1 =1 (mod 3) ... satisfying the 1% eq.
@ 3 -(3)+5-2=1
® m,= 2-3/-/3)%2 =-8 =7 (mod 15) .... satisfying
) inverse of 15 (mod 7) first 2 egs.
inverse of 7 (mod 15)

® m;=3-15-1+7"

/\
m,




Incremental Calculating By Hand

m=1 (mod 3) m= "7 (mod 15)
=2 (mod 5) =3 (mod 7)
=3 (mod 7)

@ rAn1 =1 (mod 3) ... satisfying the 1% eq.
@ 3 -(3)+5-2=1

® m,= 2-3/-/3)%2 =-8 =7 (mod 15) .... satisfying
) inverse of 15 (mod 7) first 2 egs.

inverse of 7 (mod 15)




Incremental Calculating By Hand

m =1 (mod 3)
=2 (mod 5)
=3 (mod 7)

@ rAnlEl (mod 3) ... satisfying the 1% eq.

@ 3 -(3)+5-2=1

® m,=2-3-(-3)+1-5-2=-8=7(mod 15) .... satisfying
first 2 egs.

@ 15-1+7-(-2)=1

® my=3-15-1+7-7"(-2)=-53=52 (mod 105)
... satisfying all 3 egs.

28




£ £\

Chinese Remainder Theorem (CR'T
< special case:

X=m(modr;)=m(modr,)***=m_(modr,) = X=m(modr;ry**°r,)

every step satisfies one

<> 1n81ght of the second solution: more equation
FX=m, (modr,) | |

O |
U

VAN =
1‘1 m1—|— rl 21‘1 R2 rl

/\V —
DI Myt ror 2151 Ry =11,

let 1/1\12 = 1/1\11+ k' R, (mod Rj) Where k"= ty(m,-m,) and t, R, = 1 (mod r,)

m, 1s the only solution for x 1n Z
_general solution of x must be m2 +k R, for some k




Chinese Remainder Theorem (CR

<~ Applications: solve x? = 1 (mod 35)
*35=5"7
* x* satisfies f(x*) =0 (mod 35) <
x* satisfies both f(x*) = 0 (mod 5) and f(x*) = 0 (mod 7)

Proof:

(<)
p | f(x*), q | f(x*), and gcd(p,q)=1 1mply that
p-qlf(x*) 1e f(x*)=0(modp - q)

(=)
f(x*) =k - p - q implies that
f(x*)=(k-p)-q=(k-q p tre f(x*)=0(modp)

=0 (mod q)

195




Chinese Remainder Theorem

x since 5 and 7 are prime, we can solve
=1 (mod 5) and x* = 1 (mod 7)
far more easily than x% =1 (mod 35)

Why?

o x? = 1 (mod 5) has exactly two solutions: x = £1 (mod 5)
= | (mod 7) has exactly two solutions: x = +1 (mod 7)

* put them together and use CRT, there are four solutions
#X=1(mod35)=1(mod7)=x=1(mod 35)
X =1 (mod 5) =6 (mod7) = x=6 (mod 3)5)
X =4 (mod5)=1 (mod7) = x=29 (mod 35)
& X =4 (mod 5) =6 (mod 7) = x = 34 (mod 35)




Matlab tools

format rat format long
matrix inverse inv(A)
matrix determinant  det(A)
p=qd-+r r = mod(p, d) or r = rem(p, d)
q=floor(p/d)
g = gcd(a, b)
g=as+bt [g, s, t] = gcd(a, b)
factoring factor(N)
prime numbers <N  primes(N)
test prime 1sprime(p)
mod exponentiation * powermod(a,b,n)
find primitive root * primitiveroot(p)
crt * crt([a; a, a5...], [m; m, mj;...])
O(N) * culerphi(N)




Field

< Field: a set that has the operation of addition,
multiplication, subtraction, and division by nonzero
elements. Also, the associative, commutative, and
distributive laws hold.

<+ Ex. Real numbers, complex numbers,
rational numbers, integers mod a prime are fields

<+ EX. Integers, 2X2 matrices with real entries are not fields
+ Ex. GF(4) = {0, 1, ®, ®*}

a 0+x=Xx

* Addition and multiplication are commutative and
& X +Xx=0

associative, and the distributive law x(y+z)=xy+xz
] x=x holds for all x, y, z
s o+ 1= e x3 =1 for all nonzero elements




1 1

Galois Field

< Galois Field: A field with finite element, finite field

< For every power p" of a prime, there 1s exactly one
finite field with p" elements, GF(p"), and these are
the only finite fields.

<~ Forn> 1, {integers (mod p")} do not form a field.

* Ex. p - x=1 (mod p") does not have a solution
(i.e. p does not have multiplicative inverse)




How to construct a GF(p™)?
< Det: Z,[X]: the set of polynomials whose coefficients
are integers mod 2

xex. 0, 1, 1+X3+X°. ..
* add/subtract/multiply/divide/Euclidean Algorithm:

process all coefficients mod 2
o (1+X2+XY) + (X+X?) = 1+X+X*  bitwise XOR
o (1+X+X3)(1+X) = 1+X24+X3+X4
o XHXC+] = (XP41)(X?+X+1) + X long division
can be written as
XH4X3+1 =X (mod X?+X+1)




How to construct GF(2")?

¢ Define Z,[X] (mod X*+X+1) to be {0, 1, X, X+1}
* addition, subtraction, multiplication are done mod X*+X+1
* f(X) = g(X) (mod X?+X+1)
% 1f f(X) and g(X) have the same remainder when divided by X2+X+1
& or equivalently 3 h(X) such that f{X) - g(X) = (X*+X+1) h(X)
s ex. X'X = X% = X+1 (mod X>+X+1)
x 1f we replace X by o, we can get the same GF(4) as before
* the modulus polynomial X*+X+1 should be irreducible

Irreducible: polynomial does not factor into polynomials

of lower degree with mod 2 arithmetic
ex. X?+1 is not irreducible since X*+1 = (X+1)(X+1)




How to construct GF(p™)?

~ < Z,|X] 1s the set of polynomials with coetticients mod p

<+ Choose P(X) to be any one 1rreducible polynomial mod
p of degree n (other 1irreducible P(X)’s would result to
1Isomorphisms)
_ ¢ Let GF(p") be Z [X] mod P(X)

¢ An element in Z [ X] mod P(X) must be ot the form
a,+a, X+ ...+a X!
each a. are integers mod p, and have p choices, hence
there are p" possible elements in GF(p®)

< multiplicative inverse of any element in GF(p") can be

found using extended Euclidean algorithm (over polynomial)
37




+ AES (Rijndael) uses GF(2%) with irreducible polynomial
X3+ X+ X3+ X +1
+ each element 1s represented as

b, X'+ be X® + bs X° + by X* + by X° + b, X*+b,; X +b,
each b; 1s either O or 1

+ elements of GF(2%) can be represented as 8-bit bytes
b,bsbsb,bsb,b b,
+ mod 2 operations can be implemented by XOR in H/'W




< Definition of generating polynomial g(X) 1s
parallel to the generator in Z :

x every element in GF(p") (except 0) can be expressed
as a power of g(X)

* the smallest exponent k such that g(X)ksl 1s p" -1

+ Discrete log problem in GF(p"):

* given h(X), find an integer k such that
h(X) = g(X)* (mod P(X))

x believed to be very hard in most situations




D
N

01 int gcd(int p, int q) // assume p >= ¢
02 {

03 intans;

04

05 if(p%q==0)

06 ans = q;

07 else

08 ans = gcd(q, p % Q);
09

10 return ans;

11}




D
N

01 int gcd(int p, int q) // assume p >=q
02 {

03 intans;

04

05 if(p % q==0)
06 ans = q;

07 else : : :
08 ans = gcd(q, p % Q); 01 int ged(int p, int q)
09 02 {
10 return ans;

int r = p%q;

04 if(r==0)

05 return q;

06 return gcd(q, r);
07 }




<+ Given a>b>0, find g=GCD(a,b) an
where |x|<b+1 and |y|<a+1

+ Leta=qb+r,b>r>0= (gb+r)x+by=g¢g
=>b(xty)t+trx=g
by +rx =g, wherey'=qx+y

< This means that if we can find y' and x satisfying b y' + (a%b) x =g
thenxandy=y' —qx=y'—(a/b) x satisfiesax +by=g
Note that 1n this way r will eventually be 0

01 void extged(int a, int b, int *g, int *x, int *y) { //a>b >=0
02 if(b==0)

03 *g=a, *x =1, *y=0;

04 else {

05 extged(b, a%b, g, vy, X);

06 *y =*y - (a/b)*(*x);

07 }

08 }




